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In recent years, energy harvesting (EH) utilizing wireless
radio frequency signals has been regarded as a promising
alternative to providing energy sources in communication networks [1]. Specifically, simultaneous wireless information and
power transfer (SWIPT) and wireless powered communication
networks (WPCN) are two main branches of EH systems that
have drawn a lot of attentions [2]. In the SWIPT, transmitted
signals convey both information and energy to simultaneously
achieve information delivery and wireless energy recharging
[3]–[8]. In contrast, for the WPCN, a hybrid access-point (HAP) first broadcasts energy-carrying signals to recharge EH
nodes in an energy transfer (ET) phase, and then the EH
nodes transmit information signals in a subsequent information
transfer (IT) phase by utilizing the energy harvested in the
previous ET phase [9]–[11].
Meanwhile, physical-layer security issues in communications have also been brought up for the last decades [12]. One
of the technologies for enhancing the secrecy performance is
to transmit artificial noises (AN) on top of the transmitted

signals to interfere eavesdroppers [13]. The authors in [14] and
[15] recently considered the physical-layer security in SWIPT
with the AN employed at the transmitter side by treating EH
receivers as potential eavesdroppers. For WPCN, the authors of
[16] introduced two-phase secure EH communications with an
EH jammer and an eavesdropper, and obtained the maximum
throughput based on a secrecy outage probability constraint. In
all the aforementioned works, however, the trade-off between
the ET and the IT durations for a wiretap WPCN was not
explicitly studied.
Motivated by this need, a recent work in [17] discovered
some effective resource allocation methods in wiretap WPCNs.
However, the approach in [17] to finding ET and IT durations
to maximize the secrecy rate requires a number of iterative
subgradient methods, which significantly increases computational complexity. In this paper, we consider a WPCN with
an EH jammer and multiple eavesdroppers which attempt to
intercept the information between an EH user and an H-AP.
During the first ET phase, the EH user and an EH cooperative
jammer harvest energy from the transmitted signals of the
H-AP. Then, in the next IT phase, the user sends secret
information to the H-AP while the jammer broadcasts AN
to the eavesdroppers by utilizing their previously harvested
energy. Under this system, we first review the optimization
of the time allocation between the ET and the IT phases that
maximizes secrecy rate. It will be shown that the secrecy rate
with respect to each eavesdropper is strongly quasi-concave
in the time allocation factor, and thus a globally optimal
solution is obtained by applying a subgradient method. To
further reduce a computational burden, we will propose a
low-complexity closed-form solution with some interesting
behaviors by a worst-case approximation. Finally, simulation
results evaluate the secrecy performance of our proposed
scheme by comparing with conventional ones.
Notations: We use R, C as sets of real and complex
numbers, respectively. Moreover, |·|, (·)∗ and E [·] are the absolute value, complex conjugate and the expectation operation,
+
respectively. We define [x] , max(0, x), and CN (m, σ 2 )
denotes a circularly symmetric complex Gaussian distribution
with mean m and variance σ 2 .
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II. S YSTEM M ODEL
Fig. 1 depicts our system model for the WPCN where an
H-AP (S), a dedicated EH user (U ), an EH jammer (J), and
multiple eavesdroppers (Em for m = 1, ..., M ) are equipped
with a single antenna. It is assumed that the H-AP operates
with a constant power supply, while the user and the jammer
harvest energy from the RF signals transmitted from the HAP. We employ the two-phase WPCN protocol [2] [9], where
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Fig. 1. Schematic diagram for the two-phase WPCN

the H-AP first broadcasts an energy signal during the ET
phase for τ amount of the total time block. Then, based on
the energy harvested in the previous phase, the user and the
jammer transmit information signal and AN, respectively, in
the subsequent IT phase for the remaining 1 − τ portion of
the time block. Without loss of generality, we assume that the
time block length equals one.
Throughout the paper, we denote the channel coefficient
from node X to Y by hXY ∈ C where X,Y ∈ {S, U, J, Em ∀m}.
Assuming quasi-static flat-fading, all channel gains stay constant during each time block. Also, each eavesdropper is
temporarily regarded as an inactive user that may participate
in communications in the future [16]. Then, we assume that
the channel state information of hJEm and hU Em , ∀m, as well
as the legitimate channel hSU and hSJ are all available to the
network.1
In the ET phase, the received signal at energy receiving
node Xe ∈ {U, J} is expressed as
p
yXe = PS hSXe xS + nXe ,
where PS is the transmit power at the H-AP, xS ∼ CN (0, 1)
equals the transmitted symbol from the H-AP, and nXe ∼
CN (0, σX2 e ) indicates the complex Gaussian noise at node Xe .
Then, the harvested energy at node Xe can be written by [4]
EXe = ηXe E[|yXe |2 ]τ = ηXe PS |hSXe |2 τ,
where ηXe ∈ (0, 1] represents the EH efficiency at node Xe .
In the IT phase, the user transmits its information signal
xU ∼ CN (0, 1) to the H-AP by utilizing the harvested energy
EU . In our system, a security problem arises due to the presence of the eavesdroppers. To combat this security issue, the
jammer simultaneously generates AN xJ ∼ CN (0, 1) to reduce
the eavesdroppers’ decoding capacity.2 Then, the received
signal at the information receiving node XI ∈ {S, Em ∀m}
is given by
p
p
yXI = PU h∗XI U xU + PJ h∗XI J xJ + nXI ,
(1)
1 The channel state information of eavesdroppers can be estimated by
detecting the inevitably leaked local oscillator power from eavesdroppers’
receiver RF front-ends and deploying additional nodes called torches [18]
[19].
2 The worst case AN is known to be Gaussian [13].

E

e Xe
represents the transmit power with ζXe ∈
where PXe , X1−τ
(0, 1] being a portion of the harvested energy used for signal
transmission at node Xe .
We assume that the AN xJ is known
√ at the H-AP, which
means that the jamming interference PJ h∗SJ xJ in (1) can
be removed at the H-AP [15]. Then, the signal-to-noise ratio
(SNR) at the H-AP and the signal-to-interference-plus-noise
ratio (SINR) at the m-th eavesdropper Em result in

τ
|hSU |2 PU
=
A,
σS2
1−τ
τ Bm
|hU Em |2 PU
=
=
,
2
|hJEm |2 PJ + σE
τ
(C
m − 1) + 1
m

SNRS =
SINREm

(2)
(3)

where A , ζU ηU |hSU |4 PS /σS2 , Bm , ζU ηU |hSU |2 |hU Em |2
2
2
PS /σE
and Cm = ζJ ηJ |hSJ |2 |hJEm |2 PS /σE
.
m
m
By examining (2) and (3), one can show that the secrecy
rate equals [14]
rs = min rs,m ,
m

(4)

where rs,m , W (1 − τ )[log2 (1 + SNRS ) − log2 (1 +
SINREm )]+ denotes the secrecy rate against the m-th eavesdropper with W being the system bandwidth. This leads to a
secrecy rate maximization problem as
(P1) : max rs
τ

s.t. 0 < τ < 1.
In what follows, we first study a globally optimal time
allocation factor τopt by exploiting some functional characteristics of rs . We then present a closed-form solution τcl
by applying a worst-case approximation to further reduce the
computational complexity and provide useful insights. For a
benchmark scheme, the conventional WPCN without a jammer
will be briefly discussed as well.
III. O PTIMAL S OLUTION FOR S ECRECY R ATE
M AXIMIZATION
In this section, we review the optimal solution τopt of (P1) as
in [17]. To this end, we first state the following lemma which
identifies a feasible region of τ to ensure a positive secrecy
rate.
Lemma 1: rs,m is positive for τ0,m < τ < 1, where τ0,m ,
i+
h
Bm −A
.
ACm +Bm −A
Proof: From (4), we have rs,m > 0 when SNRS >
SINREm , which reduces to τ ((ACm + Bm − A)τ − (Bm −
A)) > 0. First, when ACm + Bm − A ≤ 0, it is obvious
that Bm − A < 0 since ACm > 0. Therefore, rs,m is
positive for τ > 0 and ACm + Bm − A = 0, or for
Bm −A
0 < τ < 1 < ACm
+Bm −A and ACm + Bm − A < 0.
On the other hand, when ACm + Bm − A > 0, rs,m is
Bm −A
positive for τ > 0 and Bm − A < 0, or for ACm
+Bm −A <
τ < 1 and Bm − A ≥ 0. Combining these results completes
the proof.

Based on Lemma 1, let us reformulate (P1) into an equivalent form by introducing a new variable z > 0 as
(P1.1) : max z

(5a)

z,τ

s.t. rs,m ≥ z, ∀m,
τ0,m < τ < 1, ∀m.

(5b)
(5c)

Similar to Lemma 1, a positive rs,LB in this case is achieved
< τ < 1, and it can be easily shown that rs,LB is
for AC̃ B̃m̄
m̄ +B̃m̄
a concave function on this region, since its second derivative is
always negative. Thus, letting the first derivative equal to zero
and applying some mathematical manipulations, we obtain the
following closed-form solution as
WL,0

To solve (P1.1), we first consider the feasibility of the problem
by fixing z and define Qm , {τ ∈ R|rs,m ≥ z, τ0,m <
τ < 1} such that the feasible set of (P1.1) is denoted as
Q = ∩M
m=1 Qm . Then, we obtain each Qm with the aid of
the following theorem.
Theorem 1: The secrecy rate rs,m for the m-th eavesdropper
is a strongly quasi-concave function with respect to τ for
τ0,m < τ < 1.
Proof: See Appendix B in [17].
With Theorem 1, any stationary point of rs,m represents
the global maximum. Hence, we can easily determine the
convex sets Qm by utilizing sub-gradient methods such as the
bisection method [20] with a given z. After that, the optimal z
for (P1.1) is computed by investigating the convex intersection
Q, which can be rewritten as Q = {τ ∈ R|τQ,min ≤ τ ≤
τQ,max }, where τQ,min , min τ and τQ,max , max τ . In
τ ∈Q

τ ∈Q

case of Q = ∅, z should be decreased to have a non-empty
feasible region. Otherwise, if Q =
6 ∅, we can infer that a higher
secrecy rate is still achievable and increase z. This iteration can
be done by the bisection method as well. A detailed updating
procedure of z is summarized in Algorithm 1.
Algorithm 1. Optimal time allocation method for
secrecy rate maximization
Initialize zmax and zmin .
Repeat
min
.
Set z = zmax +z
2

C̃m̄
B̃m̄ +C̃m̄

(A−1)e−1



(A−1)

C̃m̄
(A
m̄ +C̃m̄


,
− 1)e−1 + 1

(6)

where WL,k (·) stands for the Lambert W function with a
specific branch k [21].
Let us investigate this solution in different SNR regimes.
First, for the case of low SINREm̄ , i.e., B̃m̄  C̃m̄ , the closedform solution (6) is approximated as
τcl '

WL,0 ((A−1)e−1 )
(A−1)
((A − 1)e−1 ) +

1−
WL,0

1

,

(7)

which corresponds to a solution of the conventional information rate maximization WPCN without an eavesdropper [9].
Note that WL,0 (x) is a monotonically increasing function for
W
(x)
= 0 by L’Hôpital’s rule.
x > 0, and we have lim L,0
x
x→∞
Therefore, in this case, the allocated time for the ET phase
reduces as a user gets closer to the H-AP or, equivalently, as
A increases.
However, if there exist non-negligible eavesdroppers, i.e.,
B̃m̄  C̃m̄ , (6) approaches
1−

C̃m̄
)e−1 )
WL,0 ((A−1)( B̃
m̄

(A−1)

C̃m̄ −1
)e ) + 1
WL,0 ((A − 1)( B̃

,

m̄

and it implies that the time duration for the ET increases
m̄
as SINREm̄ or, equivalently, as B̃
grows. In other words,
C̃m̄
more time resource is allocated for the ET so that the jammer
can satisfactorily interrupt the eavesdroppers with sufficient
harvested energy.

M

m=1

If Q = ∅, zmax = z; otherwise, zmin = z.
Until |zmax − zmin | converges.
τ
+τ
Set τopt = Q,min 2 Q,max .

V. A C ASE WITHOUT AN EH JAMMER
So far, we have assumed that the EH jammer always
operates in the network. As a benchmark scheme, we now
consider the conventional WPCN without a jammer, which
corresponds to ζJ = 0. In this case, rs,m in (4) reduces to

IV. C LOSED - FORM S OLUTION FOR S ECRECY R ATE
M AXIMIZATION
We now provide a closed-form solution for (P1) in order to
reduce the computational complexity of the optimal algorithm
in [17] and provide some insightful results. Consider the worstcase scenario where the noise is absent at eavesdroppers as in
2
[13] and [16], i.e., σE
= 0, ∀m in (3). This assumption leads
m
to a lower bound of the secrecy rate rs ≥ rs,LB , where
!#+
" 

B̃m
τ
−log2 1+
rs,LB , min W (1−τ ) log2 1+A
m
1−τ
C̃m
" 
!#+

τ
B̃m̄
= W (1−τ ) log2 1+A
−log2 1+
,
1−τ
C̃m̄

m

1−

WL,0 B̃

τcl '

Determine the sets Qm , ∀m and Q = ∩ Qm .

with B̃m
,
ζU ηU |hSU |2 |hU Em |2 PS , C̃m
2
2
m
ζJ ηJ |hSJ | |hJEm | PS and m̄ , arg maxm B̃
.
C̃

τcl =



,

r̂s,m
 


+
τ
τ
= W (1 − τ ) log2 1+A
−log2 1+Bm
.
1−τ
1−τ
Different from Lemma 1 where there always exists a certain
positive secrecy rate region, r̂s,m attains a positive value for
0 < τ < 1 only when A > Bm . Otherwise, rs,m is zero for
the whole time block. We can easily interpret this condition
as that the effective eavesdropping channel gain Bm must be
a degraded form of the legitimate channel gain A from the
first place. Moreover, for A > Bm , r̂s,m is concave with
respect to τ , since its second derivative can be shown to be
always negative. Thus, as long as A > Bm , ∀m, we can apply
Algorithm 1 in a similar fashion to determine the optimal time
allocation for a system without a jammer.
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Fig. 2. Average secrecy rate comparison as a function of PS where dSU =
5 m, dSJ = 4 m and dU Em = 1 m

•
•

Information rate maximization scheme (IRM):
The
throughput at the H-AP is maximized without
consideration of the eavesdroppers [9].
Equal time allocation (ETA): The ET and the IT phases
are equally divided as τ = 0.5.
Without jammer: The WPCN with no EH jammer is
employed as ζJ = 0.

Fig. 2 illustrates the secrecy rate as a function of the transmit
power PS at the H-AP with dSU = 5 m, dSJ = 4 m and
dU Em = 1 m, ∀m. We assume all the small-scale channel
coefficients follow Rayleigh distributions. In the plot, we see
that the IRM is even worse than the ETA from the perspective
of secrecy performance. Specifically, with PS = 30 dBm, we
observe that the proposed schemes outperform the IRM by
33 % when M = 1 and it almost doubles when M = 4. One
interesting observation is that a system without the EH jammer
hardly achieves any secrecy rate, which verifies the importance
of the jammer in the wiretap WPCN. We also confirm that the
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Fig. 3. Average secrecy rate comparison as a function of the number of
eavesdroppers M with PS = 500 mW, dSU = 7 m and dSJ = 2 m, while
dU Em is randomly selected from 1 m to 5 m
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In this section, we provide numerical examples of the
secrecy performance in the WPCN with an EH jammer.
We adopt the distance-dependent path loss model such that
2
|hXY |2 = 10−3 d−3
XY |hXY | , ∀X,Y ∈ {S, U, J, Em ∀m}, where
dXY and hXY are the distance and the small-scale channel
coefficient between node X and Y, respectively as in [9] and
[15]. From the H-AP, the user and the jammer have a fixed
position with distance dSU and dSJ , respectively. Also, the
eavesdroppers are randomly placed with distance dU Em from
the user for m = 1, ..., M .
The bandwidth, the EH efficiency and the portion of
the harvested energy for transmission of users are fixed as
W = 1 MHz, ηX = 0.5, ∀X and ζX = 0.7, ∀X, respectively.
Furthermore, we set the noise power σX2 = −160 dBm/Hz, ∀X.
Throughout this section, the secrecy performance is averaged
over both channel realizations and the locations of the nodes,
and our proposed solutions are compared with the following
schemes.
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with PS =
m
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closed-form solution provides almost optimal performance for
all cases with much reduced complexity.
Fig. 3 exhibits the average secrecy rate with different
numbers of eavesdroppers. We set PS = 500 mW, dSU = 7 m
and dSJ = 2 m, while dU Em is randomly selected from 1 m to
5 m. In addition, we assume the legitimate channel coefficients
hSJ and hSU follow Rician distributions with K factor of 5,
while others follow Rayleigh distribution as usual. The figure
demonstrates that as the number of eavesdroppers increases,
a performance gain of the proposed schemes becomes higher
compared to the conventional methods which do not properly
consider the presence of eavesdroppers. For instance, we have
a 55 % gain over the IRM with 7 eavesdroppers, although the
gain is small with just one eavesdropper. Also, the closed-form
solution performs almost the same as the optimum. When there
is no EH jammer, however, secure communication is nearly
impossible.
2
In Fig. 4, we examine the effect of the noise power σE
m
at the eavesdroppers on the secrecy rate performance with
PS = 500 mW, dSU = 5 m, dSJ = 2 m and dU Em =2 m. Ob-

viously, the closed-form solution attains nearly global optimal
performance when the noise power is relatively low. On the
2
other hand, as the magnitude of σE
increases, the proposed
m
closed-form solution shows some degradation in its secrecy
rate compared to the global optimal and IRM. However, since
2
high σE
means that the eavesdroppers are not capable of
m
satisfactorily decoding eavesdropped signals anyhow, the low
2
σE
range is much more important place to consider when
m
designing a secure WPCN. Hence, our proposed closed-form
scheme is practically worth. We also emphasize from Fig. 4
that by simply switching between the closed-form solution
2
and the IRM solution depending on σE
, we can design a
m
2
uniformly low-complexity secure WPCN in all σE
ranges
m
since the solution for IRM scheme is also obtained closedform as in (7).
From the figures, we can thus conclude that the proposed
schemes significantly improve the secrecy rate, and the performance gain becomes more pronounced with the increased
number of eavesdroppers compared to other schemes. Also,
note that the closed-form solution achieves nearly optimal
secrecy rate in most cases.
VII. C ONCLUSION
In this work, we have investigated time allocation methods
for a secure WPCN with the aid of an EH jammer in the
presence of eavesdroppers. We have particularly obtained both
optimal and closed-form time allocations for the ET and the
IT phases which maximize the secrecy rate. The numerical
examples have evaluated these proposed methods and confirmed the remarkable effect of the EH jammer on the secrecy
performance. We have also demonstrated that the proposed
closed-form solution achieves almost the same performance
of the optimal scheme with much reduced complexity.
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