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Abstract—1In this paper, we consider a wireless powered
communication network with an energy harvesting (EH) jam-
mer where eavesdroppers try to wiretap the communication
between users and a hybrid access-point (H-AP). In our sys-
tem, the H-AP first transmits an energy signal to recharge
the batteries of the EH users and the EH jammer in the
energy transfer (ET) phase. Then, in the subsequent informa-
tion transfer (IT) phase, each user sends information to the
H-AP in a time division multiple access manner, while the
jammer generates jamming signals to interfere the eavesdrop-
pers. We adopt two different secrecy performance measurements
according to the level of channel state information (CSI) of the
eavesdroppers. First, with a single user, we maximize the secrecy
rate by optimizing the time allocation between the ET and the
IT phase when perfect CSI of the eavesdroppers is available
at all nodes. In contrast, when the instantaneous CSI of the
eavesdroppers is not available at legitimate nodes, we analyze
and minimize the secrecy outage probability. We also extend
the single user analysis to a more general multi-user situation
with an additional consideration of the transmit power allocation
at the jammer. Finally, we evaluate the performance of our
proposed solutions through simulations and demonstrate that a
performance gain compared to conventional schemes becomes
more pronounced with the increased number of eavesdroppers
and users.

Index Terms— Physical-layer security, coopeartive jammer,
artificial noise (AN), energy harvesting (EH), wireless powered
communication networks (WPCN).

I. INTRODUCTION

NERGY harvesting (EH) utilizing wireless radio fre-
quency (RF) signal has recently been regarded as a
promising alternative to providing energy sources in com-
munication networks. The EH is considered to be useful in
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many situations such as disasters, extreme environments or
sensor networks embedded in human bodies for a biomedical
purpose [1]. Also, a rapidly growing industry on internet-of-
things (IoT) has been another good application area for such
a convenient wireless energy recharging method (see [2] and
the references therein).

Communication systems based on the EH are divided
into two mainstreams: simultaneous wireless information and
power transfer (SWIPT) and wireless powered communication
networks (WPCN) [3]. In the SWIPT, transmitted signals
carry both information and energy to concurrently achieve
information delivery and wireless energy recharging [4]-[10].
In contrast, for the WPCN, hybrid access-points (H-AP) first
broadcast energy-carrying signals to recharge EH nodes in the
energy transfer (ET) phase, and then the EH nodes transmit
information signals in the information transfer (IT) phase
by utilizing the energy harvested in the previous ET phase.
Note that unlike SWIPT with a time-switching mode, users
in WPCN utilize their energy for transmission rather than
decoding. Many researches have focused on resource allo-
cation problems in WPCN in order to maximize the system
performance such as sum throughput [11]-[13].

In the meantime, physical-layer security issues in commu-
nications have also been brought up for the last decades [14].
One of the technologies for enhancing the secrecy performance
is to transmit artificial noise (AN) on top of the transmitted
signals to interfere eavesdroppers [15], [16]. The authors
in [17]-[19] recently considered the physical-layer security
with the AN employed at the transmitter side by treating
EH receivers as potential eavesdroppers. Specifically, in [17],
jointly optimal information and energy beamformers were
provided to maximize the secrecy rate of an information
receiver with certain EH requirements on the energy receivers.
In the presence of passive EH users who can become potential
eavesdroppers, beamforming vectors for information, energy,
and AN signals were jointly designed in [18] for minimizing
the total transmit power subject to a secrecy rate constraint.
Also, a three-node wiretap channel composed of a transmitter,
an information receiver and an energy receiver was studied
in [19], and the optimal transmit power allocation between AN
and information signals was proposed. For an EH cognitive
radio network, a recent work in [20] studied a throughput
maximization problem for secondary users when malicious
jammers exist.
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Although many studies have investigated the secrecy per-
formance in SWIPT, relatively less work has been done on
wiretap WPCN. In [21], the authors introduced two-phase
secure EH communications with an EH jammer and an
eavesdropper, and obtained the maximum throughput based
on a secrecy outage probability constraint. Also, the authors
n [22] evaluated the secrecy rate with the aid of a relay
and EH jammers. In both systems, however, the user neither
harvests energy nor transmits information in uplink, thereby
the trade-off between ET and IT time duration for wiretap
WPCN was not explicitly analyzed.

In this paper, we consider a multi-user WPCN with an
EH jammer and multiple eavesdroppers who try to wiretap the
communication between the EH users and an H-AP. The H-AP
recharges both the users and the jammer in the first ET phase.
Then, by using the harvested energy, each user transmits
information to the H-AP one at a time in a time division mul-
tiple access (TDMA) manner during the subsequent IT phase,
while the jammer generates jamming signals to interfere the
eavesdroppers. We investigate two different secrecy perfor-
mance measures, namely secrecy rate (SR) and secrecy outage
probability (SOP) according to the level of channel state
information (CSI) of the eavesdroppers. In both cases, we
aim to jointly optimize the time durations for ET and each
user’s IT phase as well as the transmit power allocation at the
jammer.

First, with a single user, we maximize the SR with an
assumption that perfect CSI of the eavesdroppers is available
at all legitimate nodes. It will be shown that the SR for each
eavesdropper is strongly quasi-concave with respect to the time
allocation factor between the ET and the IT phases, and thus a
globally optimal solution can be obtained by applying a simple
line search method. Also, we consider a case where only
channel distribution information (CDI) and the location of the
eavesdroppers are known to the legitimate nodes. In this case,
the optimal time allocation factor which minimizes the SOP
can be determined based on an analytical expression for the
SOP derived in this paper. To further reduce the computational
complexity, we also propose a closed-form time allocation
factor by the worst case approximation.

Next, we extend our results to a general K-user wiretap
WPCN where the IT phase is divided into K time slots, each
of which is dedicated to individual information transmission.
Unlike the single user case where only the time durations
are optimized, the transmit power allocation at the jammer
should also be carefully assigned in the general multi-user
case. Hence, by jointly optimizing the time duration and power
allocation, we maximize the minimum SR among the users
when CSI of the eavesdroppers is available and minimize
the maximum SOP in the absence of the eavesdroppers’
CSI. These problems are, however, generally non-convex and
difficult to solve. We thus propose alternating optimization
methods to provide local optimal solutions. Simulation results
evaluate the secrecy performance of our proposed schemes by
comparing with conventional ones.

It is worth mentioning some differences of our system from
the previous works in [11] and [21]. First, unlike [21], we
examine the case where users also harvest energy from the
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Fig. 1. Schematic diagram for the two-phase WPCN.

H-AP to transmit information in uplink. Thus, in our paper,
the time allocation between the ET and the IT phases arises as
an important parameter to optimize the secrecy performance.
In addition, while the results in [21] are only valid for a
single user case, our work covers general multi-user scenarios.
In [11], the authors considered a problem of maximizing the
sum throughput for multi-user WPCN. However, the algo-
rithms in [11] are not directly applicable to our system, since
the problems for the wiretap WPCN are generally non-convex.
One of our major contributions is thus to show quasi-concavity
of the SR, which plays an important role for solving the SR
maximization problem.

The remainder of the paper is organized as follows:
Section II describes the system model, and Section III con-
siders both SR maximization and SOP minimization problems
for a single user WPCN. We then extend our results to a
general multi-user configuration in Section IV and demonstrate
the secrecy performance of our system through simulations in
Section V. Lastly, Section VI concludes the paper.

Notations: We use R, C as sets of real and complex
numbers, respectively, and Pr(v) stands for the probability of
an event v. Moreover, |-|, (-)* and E [-] are the absolute value,
complex conjugate and the expectation operation, respectively.
We define [x]T £ max(0,x), and CA(m,c?) denotes a
circularly symmetric complex Gaussian distribution with mean
m and variance o 2.

II. SYSTEM MODEL

In Fig. 1, we describe the system model for the WPCN
where an H-AP S, EH users U, forn = 1,..., N, an EH
jammer J, and multiple eavesdroppers E,,, form =1,..., M
are equipped with a single antenna. It is assumed that the
H-AP operates with a constant power supply, while the users
and the jammer utilize the harvested energy from the RF
signals transmitted from the H-AP. We employ the two-phase
WPCN protocol [3], [11], where the H-AP first broadcasts the
energy-carrying signals in the ET phase for a 7, proportion
of the total time block, and then each user and the jammer
transmit information and jamming signals, respectively, during
the IT phase. To avoid co-channel interference, we assume
that each user occupies the uplink channel one at a time in a
TDMA manner, and thus the n-th user is assigned a , portion
of the time block. Without loss of generality, we assume that
the time block length equals one.
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Throughout the paper, we denote the path-loss effect and
the channel coefficient from node X to Y by Lxy € R and
hxy € C, respectively, where X,Y € (S, J, U,Vn, E,Ym}.
Assuming quasi-static flat-fading, all channel gains stay con-
stant during each time block. It is also assumed that both /sy
and hg; are perfectly known at the H-AP and the users, since
channel reciprocity holds for both ET and IT phases. During
these phases, each eavesdropper is temporarily regarded as
an inactive user that may participate in communications in
the future [21], in which the location information of the
eavesdroppers and CDI of h g, and hyg, , Ym, are available
to the network. In this work, we particularly consider Rayleigh
distributions of |y, | and |hyE, |, Ym.

During the ET phase, the received signal at the energy
receiving node X, € {U,Vn, J} is

¥X, = v/ PsLsx, hsx,xs + zx,,

where Pg stands for the transmit power at the H-AP,
x5~ CN(0, 1) equals the transmitted symbol from the H-AP,
and zx, ~ (0, 0)%8) indicates the complex Gaussian noise at
node X,. Then, the harvested energy at node X, can be written
by [5]

(1)

x, = nx, Bllyx, ['l7o = nx, PsLsx, lhsx.*00,  (2)
where 7x, € (0, 1] represents the EH efficiency at node X,.

In the IT phase, the n-th user transmits its information
signal xy, ~ (0, 1) to the H-AP by utilizing the harvested
energy Zy,. In our system, a security problem arises due
to the presence of eavesdroppers. To combat this security
issue, the jammer simultaneously generates a jamming signal
xj[n]~cN\(0, 1) at each time slot n of duration 7, to reduce
the eavesdroppers’ decoding capacity.!

Then, the received signal at the information receiving node
X; € {S, E;,Ym} in the n-th time slot is given by2

yx,[nl = /Py, Lx,u,h¥,u,*U,
+ vV P][n]LX]Jh;IJ-xJ[n] + ZX[’

where Py, % and Ps[n] £ % represent the
transmit power with ¢y, € (0, 1] and ¢y[n] € (0, 1] being
a portion of the harvested energy used for signal transmission
from node U, and J, respectively, at the n-th time slot.

We assume that the jamming signal x;[n] is known
at the H-AP, which means that the jamming interference
 Pjln]Lsy *gjxj[n] in (3) can be removed at the H-AP3
Then, the throughput Rg[n] and Rg, [n] at the H-AP and the

3)

A

I'The Gaussian jamming signals are not only analytically tractable, but also
practically effective for a Gaussian input and Gaussian channel [23], [24].

2We assume that the eavesdroppers know the predefined time allocation
factors, which corresponds to the worst case scenario for the legitimate users.

3In order to share the jamming signal xj[n], the same set of Gaussian
pseudo-random jamming signals are generated and indexed at both of the
H-AP and the jammer. Then, the jammer randomly selects a seed and the
corresponding index is transmitted to the H-AP in prior to jamming. Note
that the indices can be securely transmitted by adopting a two-step phase-
shift modulation method [19].
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m-th eavesdropper, respectively, are given by

T
Rs[n] = W, log, (1 4 A[n]r—o), 4)

n

By [n]to
R, [n] = Wz, lo (1+—), 5)
R T G + 1

where w is the system bandwidth,
Alnl &y, PsLyg lhsu, Y05, Bulnl £
A

v, uPsLsu, Lu,E, |hsu, > hu,E, 1> /0g . and  Cp
nPsLssLyE, hss*\hiE,|*/of . From (4) and (5), one can
show that the SR during the n-th time slot equals [17]
r[n] = min rg, [n], (6)
m

where rg,, [n] £ [Rs[n] — RE,, [n]]".
In this paper, we consider two different secrecy measures
according to the level of the channel knowledge of eavesdrop-
pers. First, when CSI of the eavesdroppers is perfectly known

at the H-AP and the users, the problem of maximizing the
minimum SR among the users can be formulated by*

P1 max min r[n Ta
®h {md{cynl}  n L] (7a)
N N
st Gl < Cmae D <1, (Tb)
n=1 n=0

where (7 max € (0, 1] indicates the maximum allowed propor-
tion of the harvested energy for transmission in one time block.
In (P1), we jointly optimize the jammer’s power allocation
{¢7[n]} and the time allocation {r,}. The constraint (7b)
ensures that the total jammer’s transmit power does not exceed
its previously harvested power.

On the other hand, if only CDI and the location information
of the eavesdroppers are available at the legitimate nodes, we
design the system such that the maximum SOP among the
users is minimized. The SOP for each time slot duration 7,
is defined by the probability that the SR r[n] falls below a
certain positive threshold r;;, as [27]

Pour[n] = Pr(r[n] < rup), ()

which leads to a maximum SOP minimization problem as

(P2) min max Py [n] (9a)
{m}{¢sn]} n
N N
s.L. ZCJ[”Z] = {J,max, Z 7, < 1. (9b)
n=1 n=0

In what follows, we first consider single user scenarios to
present globally optimal solutions and provide useful insights
on the system. We then extend the results to general multi-user
cases.

4The CSI of eavesdroppers can be estimated by detecting the inevitably
leaked local oscillator power from eavesdroppers’ receiver RF front-ends and
deploying additional nodes called torches [25], [26].
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III. SINGLE USER WIRETAP WPCN

Throughout this section, we investigate a single user wiretap
WPCN with N = 1. For simplicity, we drop the time slot
index n, and let 7, be the ET phase duration while the
remaining 1 — 7, is assigned for the IT phase. {; is now
set to ¢y = {J,max- Then, the resulting single user SR then
reduces to

r=min rg
m m

=min W( — ro)[log2 (1 +
m 1

— log, (1 +

A. SR Maximization With Perfect CSI of Eavesdroppers

70 A
— 7

0B, +
10(Culy — 1) + 1)} - 10

In this subsection, we find the optimal solution 7o sg
of (P1) assuming that CSI of the eavesdroppers is per-
fectly known at the legitimate nodes. First, the following
lemma identifies a feasible region of 7, to ensure a positive
SR.

Lemma 1: rg,, is positive for 7,, < 79 < 1, where

m— A

+
v A
T = .
ACuCj+ By — A

Proof: See Appendix A. [ ]
Based on Lemma 1, we can reformulate (P1) into an
equivalent form by introducing a new variable v > 0 as

(P1.1) maxv (11a)
V,70

st.rg, >v, Vm, (11b)

Tn <710 <1, Vm. (11c¢)

To solve (P1.1), we first consider the feasibility of the problem
by fixing v and define Q, £ {7, € Rlrgm >v, Tm < ro < 1}

such that the feasible set of (P1.1) is denoted as Q = ﬁ Qm

Then, we obtain each Q, with the aid of the follow1ng
theorem.
Theorem 1: The SR rg, for the m-th eavesdropper is
strongly quasi-concave with respect to 7, for 7, < 7o < 1.
Proof: See Appendix B. [ ]
From Theorem 1, one can see that any stationary point
of rg, represents a unique global maximum. Hence, after
fixing v, we can easily determine the convex set Q, for
m = 1,..., M by leveraging sub-gradient methods such as
the bisection method [28]. Then, the optimal v for (P1.1) is
computed by investigating the convex intersection Q, which
can be rewritten as Q = {7y € R|70,min < 7o < 70,max}, Where

T0.min = mm 7o and 7o max = max 7. In case of Q = 0,
0€Q 0EQ
v should be decreased to have a non-empty feasible region.

Otherwise, we can infer that a higher SR is still achievable,
and thus we increase v. This can be done by an outer bisection
iteration. A detailed updating procedure of v is summarized
in Algorithm 1.
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Algorithm 1 Optimal Time Allocation Method for SR

Maximization

Initialize viax and vipip.

Repeat
Setv =

Vmax+Vmin
) .

M
Determine the sets Qy, Vi and Q = ﬂl Qn-
m=

If Q =@, vmax = v; otherwise, vmin = V.
Until [vmax — Vmin| converges.
70, min T
Set TO,SR — 0,min 0, max .

B. SOP Minimization With CDI of Eavesdroppers

Now, we investigate (P2) for the case where only CDI
and the location information of eavesdroppers are available
at the legitimate nodes. For convenience we make use of a
monotonic transformation s, = 1 T throughout this section.
First, the SOP in (8) can be rewritten as

P, =1—Pr (min re, > r,h)
m

M M
=1- HPr(rEm > 1) =1-— H(l_Pout,m),

m=1

(12)
m=1

where
A
Pourm = Pr(rg,, < rum)

Biso
= Pr{ log,(1 + Asp) — lo 1+ —
( gx( 0) gz( Cntrso T 1)

< ’"’W”(l +So))- (13)

Then, the following lemma shows an analytic expression
of (13).

Lemma 2: For a given ryy, the single user SOP P, is
expressed as

M
G
-] (1_1+GS?S) ¢

m=1

m(YO)

Gm(so)) s lf S0 [ 5’

Pour =
1, otherwise,
(14)

"th "th

where G, (s0) £ D2 W0 /(1 + Asy — 2w o)) D,
(CUﬂuLSULUEthSUI )/(CJ”IJLSJLJE,,,|hSJ| ) Vin(so)
Fmso Fn = CMJPSLSJLJEMIhSJI /UE and § £ {5,
R|1 + Asy — 2HH0 5 0, 5, > 0}
Proof: See Appendix C. |

In fact, the condition 1 + Asy— 2 - 1+50) < 0 in the previous
lemma indicates instances where the channel capacity from
the user to the H-AP is smaller than the threshold r;, such
that a secrecy outage occurs for sure. Based on Lemma 2, we
can rewrite (P2) as

(1> ||l>

m

M

G _ Vm(sp)
(P2.1) min 1- ] (1- ﬂe Gnto) ), (15a)
S0 mel1 1 + G (s0)
st 14 Asg— 27050 S 0 and 59 > 0. (15b)

Note that the SOP in (15a) is non-convex in general, and thus
it is not easy to find the optimal solution. In the following,
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we first obtain the optimal solution by decreasing the search
size of s, for computational efficiency, and then further reduce
the complexity by providing a simple closed-form solution.
1) Optimal Solution for SOP Minimization: In (15b), the
function 1+ Asy — 2%““0) is concave on sy, and thus we can
rewrite (15b) as s, < sy < sy, where s, > 0 and sy > O are

determined by solving the equation 1+ Asy — 20 = as
We.0(&) 1 (16)
sp = — -,
Lm0 T g
w 1
= — Wy — - —. 17
sU 2 1(€) 1 (17)

Here, Wy x () stands for the Lambert W function with a
specific branch k [29], and & £ — e In2 - 2= which
is always smaller than 0.

Now, let us examine the gradient of Py, ,, with respect to

Gm (SO) and Vm (SO) as
6Pout,m
0Gm (s0) :|

ma(SO):Vm(SO)POMf,m = |: oP,

out,m
0V (SO)
Vin (s0)
(Gm(50) Vin (50)+G i (50)+ Vi (s0))exp( — GmG0)
G (50)(Gm (s0)+1)?
Vi (50)
P\ GGy
G (s0)+1

(18)

aP{mI,m aPout,m
Feme i 0 and o) < 0 for G,,(s9) > 0 and

Vin(so) > 0, respectively, the SOP for the m-th eavesdropper
Pous,m decreases as G, (so) and Vj,(sy) become smaller and
larger, respectively.

Meanwhile, the gradients of G, (sy) and V,, (sy) with respect
to sy are given by

Since

0Gu(s0)  Du(A(N2 - repso — W) +In2 - ry)2 (1450

950 W (1 + Aso — 2”W"<1+S0>)2
(19)
OVim(so) _ 1 20)
950 Fusg’

Note that G, (so), Vm has a unique minimum stationary
point at

w 1

= m2 A

21

which lies in (s;, sy) since 0 < —Wf 0(¢) < lin(16)and 1 <
—Wr,—1(¢) in (17) for ¢ < 0. In contrast, V,,(s,;) monoton-
ically decreases with s, > O for all m = 1,..., M. As a
result, the SOP P,,; monotonically increases over [sc, Sy),
and the global minimum SOP occurs in (s;, sc]. We thus
employ a one-dimensional exhaustive search method over the
reduced region of (s;, sc] for the optimal solution sg_sop, and
the optimal time allocation factor is thereby 79 sop = SOS,Z’;SL.

2) Closed-Form Solution for SOP Minimization: To further
reduce the computational complexity for solving (P2.1), we
now derive a closed-form solution § sop. To this end, we
assume that the noise power is negligible at the eavesdroppers,
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which leads to an upper bound of P,,; in (14) as [15], [21]

Gm( ) o
1+GmS?SO)) , ifsp e,

otherwise.

M
|- (1 -
Pout,UB = m1_=[1

L,

(22)

As P,,;,up monotonically increases with G, (so), a solution
So,sop Which minimizes P,y yp becomes the minimizer of
G (so), Ym, i.e., Sosop = Sc given in (21). Hence, we obtain
the closed-form time allocation factor

KYe! WA —ripIn2
sc+1  WA—(1—=A)yr;n2

When the channel gain between the H-AP and the user is
strong, i.e., large A, we can see that 7 sop — W In this
case, a longer IT phase duration of 1 — 7o sop 1s allocated
if higher threshold secrecy rate r;; is imposed on. On the
contrary, when the channel gain is weak such that A is small,
we have 7o sop — 1 regardless of r,. This implies that most
of the time block should be dedicated for ET so that the user

can securely transmit with sufficient energy.

70,50P = (23)

IV. MULTI-USER WIRETAP WPCN

We now provide solutions for (P1) and (P2) in general multi-
user cases with N > 1. Unlike the single user scenarios,
we additionally optimize the transmit power portion (;[n]
at the jammer for each n-th time slot, which induces non-
convexity issues in (P1) and (P2). Since it is not trivial to
obtain globally optimal solutions, we resort to an alternating
optimization approach between the time durations {7, } and the
power allocation {¢7[n]}. It will be shown that the proposed
algorithms for both (P1) and (P2) guarantee at least local
optimality.

A. SR Maximization With Perfect CSI of Eavesdroppers

In this subsection, we consider problem (P1) which maxi-
mizes the minimum secrecy rate among users.

1) Time Allocation: First, the time allocation factors {7, sr}
are obtained with given power allocation {¢7[n]}. By introduc-
ing a new variable 67 > 0, we can reformulate (P1) as

(P1.2) max 6r (24a)
{tn}.0r
S.t. rg,[n] > 60r, Vm,n, (24b)
N
D=l (24c)
n=0

Analogous to Algorithm 1 in the single user case, the
optimal 67 can be identified by a line search method in the
outer loop, while an inner problem is addressed to check the
feasibility of each value of 67 as

N
P1.2.1) min T 25a
(P12.1)  mir go . (25a)
s.t. rg,,[n] > 0r, Vm,n. (25b)

Note that if 67 is feasible, solutions satisfy 2111\;0 o < 1.
Otherwise, we have Z:,v:o 7, > 1.



MOON et al.: SECRECY PERFORMANCE OPTIMIZATION FOR WPCNs

In order to solve (P1.2.1), we first fix z,. Then, similar to
Lemma 1 in the single user case, we can prove that rg, [n]

+
is positive for 7, < min{[Agzj[Cn’]’j/}E]m ,1 — 15}, Also,

following the proof of Theorem 1, it can be easily shown
that rg,, [n] is a strongly quasi-concave function with respect

, +
to 7, for 7, < min{[w] ,1 — 7). Therefore, the

B[n]—A[n]
constraint (25b) for each m and n becomes a convex set
defined by Qu[n], which can be obtained by utilizing the
bisection method due to strongly quasi-concavity [28].

Since the resulting feasible region Q, of 7, is given by the

_ _ M _
intersection of the convex sets Q,[n], Vm as Q, = ﬂl Qulnl,
m=

the optimal solution 7, sg of (P1.2.1) is simply 7, s = min 7,
e
for n = 1,..., N. Meanwhile, the optimal 7o sz for (P1.2.1)

can be computed by a one-dimensional search for 7o €
(0, 1) such that >N | 7, s is minimized. Thus, by using the
bisection method in the outer loop, we increase 67 if the inner
problem solutions satisfy ZQIZO 7,5 < 1 for the current Or
is feasible. Otherwise, O7 should be decreased.

2) Power Allocation: Next, we optimize the power allo-
cation {¢y[n]} with the obtained {7, sz}. Similar to the time
allocation case, the original problem (P1) can be recast to

(P1.3) max 6, (26a)
{¢sn1},0,
s.t. r[n] > 6y, Vn, (26b)
N
> ¢rlnl < Crmaxs (26¢)

n=1
where 0 < #; < min, Rg[n] is a new optimization variable.
We again tackle (P1.3) by finding the optimal 8, through
a line search method in the outer loop, and solve an inner
feasibility problem. From (6) and some mathematical manip-
ulations, the inner problem can be formulated as

N
min ZQ[n]

P1.3.1 27a
( ) {Csnl} "t (272)
B, [n] T
s.t. ¢yln] = RS[”J_Z; — "2y [nl, Vm,n.
Wt _ I)Cm CmT()
(27b)

Note that ¢j[n] for the n-th time slot must simultaneously sat-
isfy (27b) for all m =1, ..., M. Therefore, the optimal solu-
tion ¢y sr[n] of (P1.3.1) is given by ¢y srln] = max,, ynln]
forn=1,...,N. Once (P1.3.1) is solved, we increase 6, in
the outer loop if the solutions satisfy Z:;V:l ¢7,srIN] < &7, max-
On the other hand, when Z,Ilv:l ¢7,8rR[1] > ¢ max such that 0,
is infeasible, #; should be decreased. The overall procedure
for the SR maximization is summarized in Algorithm 2.

In the following, let us briefly examine a convergence
behavior of Algorithm 2. At each iteration, the minimum
SR min, r[n] monotonically increases, since solutions for
(P1.2) and (P1.3) are the Karush-Kuhn-Tucker stationary point
of (P1), provided that (P1.2) and (P1.3) are optimally solved.
It is also obvious that min, r[n] is upper bounded by some
finite value. Hence, this guarantees Algorithm 2 converges to
at least a local optimal point.
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Algorithm 2 SR Maximization for Multi-User Wiretap WPCN
Initialize {¢y sr[n]} and 0; = 0.
Repeat
Set 07, max sufficiently large and 07 min = 0;.
Repeat
Set Oy = W
For 7, € (0, 1), solve (P1.2.1) to obtain {z,}_,.
Set 79 sz and {r,,,SR},I;’:1 such that 2111\;0 Tnsr 1S
minimum.
If ZQ/:O To,sr < 1, O min = Or; otherwise,
(9T,max = (9T~
Until |07 max — 01, min| converges.
Set 07 max = min, Rs[n] and 07 min = Or.

Repeat
Set 0 = 9/,max;r91,min_
Set ¢y srln] = max,, yu[n] forn=1,..., N.
If Zn:l C],SR[”] =< {J,max» (9],min = 0y; otherwise,
el,max = 91'

Until |07, max — 67,min| converges.
Until min, r[n] converges.

B. SOP Minimization With CDI of Eavesdroppers

For this subsection, we provide a solution for (P2) which
minimizes the maximum SOP among users. Following the
approach in Lemma 2, the outage probability in the multi-user
case can be expressed as

1—ﬁ(1—

m=1

_ Vmln

_Gulnl " Gt i
1+Gm[n]e , if 7, € T[n],

Pour[n] =
1, otherwise,
(28)
)

where Gyuln] £ Dp[n]275 /(1 + A[n]® — 2%, D,y[n] 2

U MUn LsUp LUk hsu, > 1 A 7 70 SN
crlnlngLsiLygy\hss?> Vimlnl = 1/(ch‘l[n]1n)7 Fn =

nsPsLssLy,lhsi*/og . and T(n] = {z, € R|1 + A[n] 2 —
Wiy s 0forn=1,...,N.

Similar to the single user case in Section II-B, P,,[n]
in (28) is generally non-convex and thus difficult to handle.
To make the problem more tractable, we apply the worst case
approximation where the noise power at the eavesdroppers
is negligible [15], [21]. Then, an upper bound of SOP for
n=1,..., N becomes

1—ﬁ(1

m=1

_w) if 7, € T(n],

Pour,uBln] = 14+Gpn] (29)

1, otherwise.

Finally, we can construct a problem for minimizing the max-
imum value of (29) as

(P2.2) min max P,y uslnl (30a)
{'[n}a{C][n]} n
70 Jth
st. 1+ A[n]— —2Ww >0, Vn, (30b)

Tn

N N
ZCJ[”] =< {J,max, an <1 (30c)
n=1 n=0
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Still, (P2.2) is non-convex, and it is not trivial to find a
globally optimal solution of (P2.2). In the following, we
propose an alternating optimization procedure which yields
a local optimal solution.

1) Time Allocation: For given power allocation {(j[n]}, we
can reformulate (P2.2) into an equivalent form with a new
variable 0 < Ay < 1 as

(P2.3) min Ar (31a)
{Tn}JT
s.t. Pous,uBln] < Ar, Vn, (31b)
14+ AR — 2% =0, Vo,  (lo)
Tn
N
Zrn <. (31d)
n=0

As in the SR maximization problem in Section IV-A, the
optimal A7 can be found by a line search method in the outer
loop, and for each Ar, its feasibility is examined by solving
the following problem:

N
P2.3.1) min T 32a
( ) {tn} Z " ( )
n=0
70 Tth
s.t. 1 + A[n]— —2Wm > 0, Vn, (32b)
Tn
Pous,ulnl < Ar, Vn. (32¢)

In order to efficiently solve (P2.3.1), we first fix 7, and
define s, 2 % for n = 1,..., N. Then, it can be observed
that the left-hand side of (32b) becomes concave in terms of s,.
Thus, the constraint in (32b) can be rewritten as s,; < s, <
S..u, Where

=" Weo() — , 33
Sn,L aInd L.0(P) AlnTeo (33)
=" We.-1($) = 34
U rnin2 1(#) Alnlzy’ (34)
__"th
Wlth ¢ = —% In2-2 WAnTzg < 0

For (32¢), one can see that Gm[n] in P,y ugln] is quasi-
convex in terms of s, since the numerator is convex while
the denominator is concave [30]. Also, a unique minimizer of
Gm [n] is given by a stationary point s,c = m.% — m
as in (21), which lies in (s, , s,p) since 0 < =W o(¢) < 1
in 33) and 1 < —W _1(¢) in (34) for ¢ < 0. Therefore,
Pyyr,uBln] of (32c) increases for s, € [s,.c,s,y) due to the
fact that Py, ugln] is an increasing function of Gm[n].

If Pyus,uBln] equals A7 at s, = s,c, it is obvious that the
optimal solution is 7, sop = ﬁ for n 1,..., N. On the
other hand, when P, usln] < Ar at s, = s, ¢, the objective
function in (32a) can be further minimized by finding s, > s,.c
(hence smaller ,,), since Py, uB is an increasing function for
Sn € (Snc,S,v). In this case, the optimal solution 7, sop for
n=1,...,N is expressed as

1
Tn,SOP = B
Sn, At

(35)

where s, ;, is chosen to satisfy P,,; uygln] = A7, which can
be easily determined by the bisection method.
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To summarize, the optimal ET phase duration 7o sop can be
found by a simple one-dimensional search in a bounded region
(0, 1), while {rn,sop},};/:1 for (P2.3.1) are calculated by (35).
Therefore, if (P2.3.1) is feasible and ZQ’:O T,.50p < 1, we
increase A7 and decrease otherwise in the outer loop.

2) Power Allocation: With the given {r,, sop}, we formulate
the power allocation problem by introducing a new variable
0<ly<1as

(P2.4) min Ay (36a)
{¢snl}, 2
s.t. Pour,ugln] < Ay, Vn, (36b)
N
ZC][”] =< {J,max- (36¢)

n=1

Then, the following problem is considered to check the feasi-
bility for each value of 1; as

N
P2.4.1) min n 37a
(P2.4.1) min ch[l (37a)
s.t. PouruBlnl < Ay, Vn. (37b)
One can show from (29) that Py, usln] in (37b)

is a decreasing function of (;[n]. Therefore, we can
rewrite (37b) as

Crlnl = dylnl, (38)

where the constant d;[n] satisfies Py, upln] = 4; at {y[n] =
oj[n]. Note that the constant d;7[n] in (38) can be readily
determined by the bisection method due to monotonicity of
Pout,uB [n].

It is obvious from (38) that a solution ¢y sop[n] of (P2.4.1)
is given by ¢y, sop = dy[n] for n 1,..., N. Finally, we
increase Ay in the outer loop if solutions of the inner problem
(P2.4.1) satisfy >N | 7 sop[n] < ¢7.max and decrease oth-
erwise. The overall alternating optimization process and the
convergence behavior for the SOP minimization are analogous
to Algorithm 2, and thus omitted for brevity.

V. SIMULATION RESULTS

In this section, we provide numerical examples of the
secrecy performance in the WPCN with an EH jammer
and multiple eavesdroppers. We adopt the distance-dependent
path loss model such that Lyy 10*3d;$, VXY €
{S, J, U,Vn, E,Ym}, where dxy is the distance between node
X and Y as in [11] and [19]. Noting that many EH com-
munication systems have a small coverage in practice, we
particularly consider the Nakagami fading channels hg; and
hsy,, Yn for the legitimate nodes with the Nakagami factor
of 3. The bandwidth, the EH efficiency and the portion of
the harvested energy for transmission of users are fixed as
W =1 MHz, nx = 0.5,VX and ¢y, = 0.7, Vn, respectively.
Furthermore, we set the noise power a)% = —160 dBm/Hz, ¥X
unless stated otherwise. Throughout this section, the secrecy
performance is averaged over both channel realizations and
the locations of the nodes. We compare our proposed solution

with the following schemes.
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Fig. 2. Average secrecy rate comparison as a function of Pg where dgy =
S5m,dgy =4mand dyg,, =1m.

o Information rate maximization scheme (IRM): The sum
throughput at the H-AP is maximized without consid-
eration of the eavesdroppers [11].

o Equal resource allocation (ERA): Both power and time
resources are equally allocated.

o Without jammer: The WPCN with no EH jammer is
employed as 7, = 0.

A. Single User Wiretap WPCN

We first investigate the secrecy performance in single user
systems. We let the user and the jammer have a fixed distance
dsy and dgj from the H-AP, respectively. Also, the eavesdrop-
pers are randomly placed with distance dyg,, from the user for

m=1,..., M. Fig. 2 illustrates the secrecy rate as a function
of the transmit power Pg at the H-AP with ¢y = 0.7, dsy =
5m, ds;y =4 mand dyg, = 1 m, Vm. In the plot, we see

that the IRM is even worse than the ERA from the perspective
of secrecy performance, which implies that a proper time
allocation considering the eavesdroppers is indeed necessary.
Moreover, with Pg = 30 dBm, we observe that the proposed
optimal solution outperforms the IRM by 35 % when M =1
and almost doubles when M = 4. This also demonstrates
that as the number of eavesdroppers increases, a performance
gain of the proposed scheme over the conventional methods
becomes higher. One interesting observation is that the SR
without the jamming signal cancellation at the H-AP, i.e.,
“No Cancellation”, is similar to the case of no jammer which
hardly achieves any secrecy. This verifies the importance of
the cooperation between the H-AP and the jammer for the
jamming signal cancellation in wiretap WPCN.

In Fig. 3 and 4, we provide simulation results when only
CDI and the location information of the eavesdroppers are
available to the legitimate nodes. Here, the threshold secrecy
rate is fixed as r;; = 100 kbps. Fig. 3 presents the average
SOP performance as a function of Pg with ¢y = 0.7, dsy =
6 m, ds;j = 3 m and dyg,, = 4 m, Vm. First, we confirm
from the figure that the closed-form solution approaches the
optimum in all Pg ranges. It is also shown that for both cases
of M =1 and 4, the proposed schemes outperform the IRM

—*— Proposed Optimal
—#8&— Proposed Closed-form
—A—IRM

ERA

***** w/o Jammer

107

Average secrecy outage probability

. . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50
Transmit power at the H-AP PS (dBm)

10

Fig. 3. Average secrecy outage probability as a function of Pg where dgyy =
6m,dsy =3 mand dyg, =4 m.

100 % ;

T
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ii——l&——*»—*\ — %

3

— % — Proposed Optimal (M=1)

— 8 — Proposed Closed-form (M=1)

—%— Proposed Optimal (M=5)

——H&— Proposed Closed-form (M=5)
I I

Average secrecy outage probability

1 1 1

107
-180 -170 -160 -150 -140 -130 -120

Noise power at eavesdroppers (dBm/Hz)

Fig. 4. Average secrecy outage probability as a function of a%m where
Pg =500 mW.

and the ERA. In particular, with one eavesdropper, there is
about 10 dB gain compared to the IRM at the SOP of 0.01.
Note that the performance gain becomes more pronounced as
the number of eavesdroppers increases.

Fig. 4 illustrates the effect of the noise power spectral den-
sity at the eavesdropper on the proposed closed-form solution
with Ps = 500 mW and M = 1 and 5. We observe that the
performance gap between the proposed optimal algorithm and
the closed-form solution is marginal for all noise power Ul%m
and distances, which confirms the usefulness of our closed-
form solution.

B. Multi-User Wiretap WPCN

In Fig. 5 and 6, we evaluate the proposed algorithms in
the presence of multiple users as a function of Pg. For both
figures, we set M = 2 and N = 2 and 4. Also, the jammer,
users and eavesdroppers are randomly placed from the H-AP
with the same distance of 5 m. We set {y max = 1. First, Fig. 5
demonstrates the average minimum SR among users where
the proposed solution yields the best performance compared
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Fig. 6. Average maximum secrecy outage probability where M = 2, dgy =
Sm,dgy =5 mand dgg,, =5 m.

to other schemes. For example, at Ps = 50 dBm, the proposed
scheme outperforms the ERA by 28% with 2 users. Similarly,
in Fig. 6 where the average maximum SOP among users is
evaluated, our proposed scheme is indeed superior to others
for all Pg ranges. Specifically, there is approximately 8 dB gain
at the SOP of 0.1 with 2 users when compared with the ERA.
Note that the performance gain grows as the number of users
increases in both figures, whereas the secrecy performance of
IRM dramatically drops when multiple users are considered.
From the figures, we can thus conclude that the proposed
scheme significantly improves both the SR and SOP, and the
gain becomes more pronounced with the increased number of
eavesdroppers and users compared to other schemes.
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VI. CONCLUSION AND FUTURE WORKS

In this paper, we have investigated the secrecy performance
of wiretap WPCN with the aid of an EH jammer. We have
considered two meaningful scenarios according to the level of
CSI of the eavesdroppers. First, when perfect CSI is available
to the legitimate nodes, we have optimized the time durations
for ET and IT as well as the jammer’s power allocation to
maximize the minimum SR among users. Also, when only the
location information and CDI of the eavesdroppers are known,
we have derived an analytic expression for SOP and minimized
the maximum SOP among users. The numerical examples have
validated the proposed methods and confirmed the effect of the
EH jammer on the secrecy performance. A system with a relay
node or multiple jammers may be an interesting future topic.

APPENDIX A
PROOF OF LEMMA 1

From (10), we have r;, > 0 when 7,((ACyy¢y + Bn —
Aty — (B, — A)) > 0. First, when AC,,¢ 7+ B, — A <0,
it is obvious that B,, — A < 0 since AC,,y > 0. Therefore,
rg, is positive for 7, > 0 and AC, ¢y + By — A = 0, or
0 <7 <1 < ge2ig—r and ACuCy + By — A < 0. On
the other hand, when AC,,’y + B,y — A > 0, rg,, is positive
forro>0andB,nf.A <0,0rmf;’m <1y < 1 and
B,, — A > 0. Combining these results completes the proof.

APPENDIX B
PROOF OF THEOREM 1

Let us define an upper contour set %; of rg, for any
real a as

Ky = {10 € Rlrg, = o, Ty < 19 < 1}.

By definition, rg,, is a quasi-concave function if and only if
%, is a convex set for all a [30]. When o < 0, %, is convex
since it reduces to {r, € R|0 < 7, < 1}. Thus, from now on,
we focus on the convexity of % for o > 0.

For convenience, we use a monotonic transformation of s =
1?10 for the rest of the proof. It can be easily verified that the
convexity of a set is preserved in the transformation between
79 and s [28]. Therefore, X, is convex if and only if a set 7,
is convex, which is given by (39) at the bottom of this page,
where f(s) £ (14+As)(Cnlss+1)—((Bu+Cnly)s+1)20 0D
and 5, 2 [(By — A)/(ACui )T

Now, we check the convexity of #, by examining f(s).
First, we notice that 1irr%) fs) = 1-— 2% < 0. Also, the
second derivative of Sf_Es) in (40) which is shown at the
bottom of this page monotonically decreases with s. Hence,
one can see that d{;(ss) either monotonically decreases, or
monotonically increases and then decreases, which leads to a

Bs

+
m))} > 0,5 > 5 =1{s €R[f(s) =0}, (39)

Fo =15 €R W—|:(log2 (14 As) —log, (1 +
s+1
d>f(s
d{:i ) =2ACn{s — (Z(Bm +Cnly) +

a((Bn + Cnly)s + 1)1n2) a 1n22%ml)
W b

(40)
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£(s) f(s) £(s)
0 s 0| s 0 /\ s
4 (s) df (s) df (s)
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0 /-\ s 0/ \ E )\ s
Case I Case Il Case III
Fig. 7. Three possible cases of f(s) and %.

f(s) for s > 0. Ifhn})ddfs(s) <0,
§—>

it is obvious that the set 7, is convex since f(s) is a concave

d*f(s) -0

ds? ’

unique maximum point § of

function for all s > 0. On the other hand, if lin%)
s—>

f(s) is non-convex in general.
However, we can show that 7, is still convex by classifying
the functional forms of f(s) into three cases as in Fig. 7.

e Case I lim d{i(s) <0 and df(s) <0
s— s=§

In this case, f(s) is non- 1ncreasing for s > 0. Thus,
Jo = ¥ is convex.
o Case II: lim <) < 0 and —d](;(s)
s—0 s

ds
L f L6 — 0 be 5 and 5 with § < §
et two roots o a5 = e §1 and sp with s1 < s7.

Then, f(s) monotonically decreases for 0 < s < §j,

which implies that f(s) < 0 for 0 < s < 51 due to the

fact that lin%) f(s) < 0. Therefore, we can rewrite ¥, as
5—>

= {s € R|f(s) > 0,s > 51}. It is worth noting that
for s > §1, f(s) is quasi-concave since it increases for
§1 < s < §» and decreases for s > §». As a result, %, is
convex.
o Case III: Sli_r)r%)%gs) >0
f(s) is quasi-concave since f(s) increases for 0 < s < §
and decreases for s > §, where § denotes the unique

positive root of dj;gs) = (. Therefore, ¥, is also convex
in this case.

>0

§=s

To summarize, the upper contour set %; has been shown to
be convex for all cases. It is also easy to see that a level set
{s € R|rg, = a,s > s,} for every real a is a subset of the
boundary of %, since f(s) has at most two distinct stationary
points. Moreover, because this convex set is a one-dimensional
line segment, it is also strictly convex. Combining these, rg,
is not only quasi-concave, but also strongly quasi-concave for
Tm < 7o < 1 [31]. This completes the proof.

APPENDIX C
PROOF OF LEMMA 2
First, note that the secrecy outage occurs for sure when the
channel capacity from the user to the H-AP is smaller than the
threshold rj,. OTO) <

. Tth
rhs or equivalently 1+ Asy— 2 (150) < 0, we have P,,; = 1.
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Now, we consider the case 1 + As, — 2%+ > 0, Denoting
X" and Y’ as X’ ’hUE,,, 2 and Y/ ]h/Em}z, X’ and
Y’ independently follow a Chi-square distribution with two
degrees of freedom. Thus, we have

Pout,m = PI‘(Y/ <Gn (SO)X/ — Vi (SO))

G (s0)x— Vm(SO)
= / / Ye Vdydx
Vin (s0)

m(é()
Vin (sp)
— Gmi(m)e*mb, 41)
1 + Gm(S())

Finally, substituting this result into (12) yields Lemma 2.
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