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Abstract— In this paper, we study a legitimate proactive
eavesdropping scenario where a central monitor covertly wiretaps
the communications between a pair of suspicious users via
multiple intermediate nodes. For this system, it is necessary
to ensure the eavesdropping channel capacity higher than the
data rate of the suspicious users so that the central monitor
can reliably decode the intercepted information. To this end,
the intermediate nodes operate in either eavesdropping or jamming modes. The eavesdropping nodes forward the intercepted
data from the suspicious users to the central monitor, while the
jamming nodes transmit jamming signals to control the data
rate of the suspicious users if necessary. We optimize the mode
selection and transmit power of each intermediate node to achieve
the maximum eavesdropping rate. Two different scenarios are
investigated, in which the intermediate nodes communicate with
the central monitor through wired links or wireless channels. For
both configurations, globally optimal solutions are developed for
joint mode selection and transmit power optimization problems.
We also propose low-complexity methods which achieve nearoptimal performance with reduced computational complexity.
The numerical results validate the efficiency of our proposed
algorithms.
Index Terms— Physical layer security, proactive eavesdropping,
wireless surveillance, cooperative jamming, node selection.

I. I NTRODUCTION
HYSICAL layer security [1] has long been one of
the most challenging areas in wireless communications.
A principal reason for such intricacy is the broadcast nature of
wireless transmissions. There have been numerous attetmpts
to combat the wireless security issue in literature. The first
pioneering work in [2] characterized a basic wiretap system
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and introduced a notion of secrecy capacity, or equivalently,
the maximum achievable data rate at which information can
be reliably transmitted without being decoded by eavesdroppers. This work was then extended to develop secure
transceiver designs in more sophisticated communication systems such as multi-user fading channels [3], [4], multipleinput multiple-output (MIMO) techniques [5]–[7], interference
alignments [8], energy-harvesting systems [9], [10] and
unmanned aerial vehicle systems [11].
Recently, proactive eavesdropping has started to draw much
attention as an opposite approach compared to conventional
physical layer security [12]. Traditional works in the physical
layer security have often treated eavesdroppers as illegitimate
users and have put great efforts on preventing information
leaks. On the contrary, the proactive eavesdropping reverses
this point of view such that the eavesdroppers are considered as legitimate monitors for the purpose of wireless
surveillance. Based on this concept, the proactive eavesdropping aims to overhear as much information as possible from suspicious users. Some of the current surveillance
practices include Terrorist Surveillance Program (TSP) in
the United States to legitimately monitor wireless devices
and the fifth generation (5G) based cooperative wireless
surveillance [12], [13].
A primitive proactive eavesdropping system model was
proposed by [14] and [15] in which a legitimate monitor
tries to intercept information between a suspicious pair. A key
requirement for successful eavesdropping is to ensure that the
data rate of the suspicious users is lower than the eavesdropping channel capacity in a way that the intercepted information can be reliably decoded from an information theoretic
perspective. To this end, the legitimate monitor proactively
controls the data rate of the suspicious users by jamming
under the assumption that the suspicious users adaptively
adjust their data rate depending on the perceived channel
quality.
Authors in [16] extended the single-antenna systems in [14]
and [15] to a scenario with a multi-antenna legitimate monitor. Both optimal and suboptimal beamforming designs were
presented to minimize the eavesdropping outage probability.
Wireless surveillance of two-hop systems was studied in
[17]–[19] where a relay facilitates the communications
between the suspicious transmitter and receiver. The works
in [20] and [21] investigated proactive eavesdropping in
orthogonal frequency division multiplexing (OFDM) based
suspicious links. In addition, a new eavesdropping method
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by spoofing was proposed by [22] to further improve the
eavesdropping performance.
Despite such notable performance improvements, all of the
discussions so far have assumed that the legitimate monitor
has a direct link from eavesdropping targets. This assumption
may be overly optimistic if the legitimate monitor wishes to
covertly eavesdrop without being detected by the suspicious
users. In line with these considerations, the recent works
in [23]–[25] studied relay-aided proactive eavesdropping systems. When a direct eavesdropping link to suspicious users
is not available, a central monitor utilizes intermediate nodes
for the relay and jamming operations to enable distant eavesdropping. However, they have considered a system where
each node has a fixed operation as an eavesdropping or
jamming modes. If the intermediate nodes are allowed to
switch between the two modes, we may be able to enhance
the eavesdropping performance even more.
In this paper, we examine a legitimate proactive eavesdropping scenario where multiple intermediate nodes determine
their modes of eavesdropping and jamming. The eavesdropping nodes forward the intercepted data from the suspicious
users to the central monitor, while the jamming nodes transmit
jamming signals to the suspicious users to make the eavesdropping channel capacity higher than the data rate of the
suspicious users. Our ultimate goal is to optimize the mode
selection and transmit power of the intermediate nodes to
achieve the maximum eavesdropping rate.
There can be different ways of implementing an eavesdropping system. In some situations, it may be possible to establish
wired links between the central monitor and the intermediate
nodes with lower latency and more reliable data transmissions.
For other scenarios, we may need a more flexible setup where
the intermediate nodes ought to operate over wireless channels.
We thus investigate two cases where the central monitor and
the intermediate nodes communicate through wired links or
wireless channels, each of which requires a different mathematical approach to tackle. We develop efficient strategies
that yield global optimal solutions in both configurations, and
several low-complexity algorithms are also provided, which
achieve near-optimal performance with a reduced computational burden. Numerical results validate the efficiency of
the proposed algorithms and show that the low-complexity
methods have remarkable performance and complexity tradeoffs in various system setups.
The rest of this paper is organized as follows: The proposed
system model and the problem formulation are described
in Section II. Then, the eavesdropping rate maximization
over wired links between the central monitor and the intermediate nodes is addressed in Section III, and the wireless channel is discussed in Section IV. Numerical results
are compared in Section V, and we conclude the paper in
Section VI.
Notations: We define |a| and a as the absolute value of
scalar a and the Frobenius norm of vector a, respectively. For
sets A and B, the operation A × B represents the unordered
Cartesian product, i.e., A × B = {{a, b} |a ∈ A, b ∈ B}. Let
|A| be the cardinality of set A. Also, we define A−1 , |A|
and A as the inverse, the determinant and the Jacobian of
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Fig. 1. Schematic diagram of the proposed proactive eavesdropping system.

a matrix A, respectively. a  b indicates the element-wise
inequality of vectors a and b. Moreover, A◦B is the Hadamard
product of matrices A and B, and diag (A1 , ..., AK ) is blockwise diagonalization of matrices A1 , ..., AK . Furthermore, 0
and 1 denote all-zero and all-one vectors, respectively, and
ek stands for the vector
 one at the k-th element and
 with
zeros elsewhere. CN μ, σ 2 denotes a circularly symmetric
complex Gaussian distribution with mean μ and variance σ 2 .
Lastly, IK indicates a K × K identity matrix.
II. S YSTEM M ODEL
Fig. 1 depicts the proposed proactive eavesdropping system
with a suspicious transmitter T , a suspicious receiver R,
a central monitor C, and K intermediate nodes Mk for k =
1, ..., K. We assume that the suspicious users are equipped
with a single antenna and employ an adaptive transmission
policy in which their data rate is adjusted according to the
effective channel condition at the receiver [14]–[16], [22].
Let KE , KJ , and K = {1, 2, . . . , K} denote the set of
indices for eavesdropping nodes, jamming nodes and all the
intermediate nodes, respectively, such that K = KE ∪ KJ and
KE ∩ KJ = ∅. Defining hXY as the complex channel coefficient from node X to node Y where X, Y ∈ {T, R, C, Mk },
the received signal at the k-th eavesdropping node for k ∈ KE
can be expressed as

yMk = hT Mk xT +
hM Mk xM + zMk , ∀k ∈ KE , (1)
∈KJ



where xT ∼ CN (0, PT )1 and xM ∼ CN 0, PM denote
the transmit signals from the suspicious transmitter and the

2
-th jamming node, respectively, and zMk ∼ CN 0, σM
k
represents the additive noise at the k-th eavesdropping node.
It is assumed that global channel state information (CSI) is
available at the central monitor and the intermediate nodes by
utilizing techniques based on known pilot information [26]
or the torch method [27], while the suspicious users are
unaware of being eavesdropped and only have its mutual CSI
hT R [12], [22]. Also, we assume that jamming interference

∈KJ hM Mk xM in (1) can be removed by sharing an
identical codebook of jamming signals with specific individual
1 To investigate the achievable eavesdropping rate, a Gaussian codebook
based symbols are assumed in this paper [15], [22].
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sequences among the central monitor and the intermediate
nodes [10], [28].2
The k-th eavesdropping node then forwards the received
signal yMk to the central monitor. Assuming finite link capacity
between the central monitor and the intermediate nodes, each
eavesdropping node performs compress-and-forward relaying in which yMk is quantized to a lower-resolution
 signal
ŷMk [29]. Accordingly, qMk  yMk − ŷMk ∼ CN 0, QMk
indicates the quantization noise of the k-th eavesdropping node
where QMk implies the level of compression. Note also that
the central monitor can successfully
decompress
ŷMk as long


as the mutual information I yMk ; ŷMk is smaller than the
capacity r̄Mk for the channel between the k-th eavesdropping
node and the central monitor, i.e., [29]


I yMk ; ŷMk

2
2
hT Mk PT + σM
k
 log2 1 +
≤ r̄Mk , ∀k ∈ KE .
QMk
In the wired case, the channel capacity r̄Mk is fixed, while
for the wireless link, r̄Mk becomes dependent on the channel
gains hMk C k∈K as well as the transmit power PMk k∈K
E
E
of the eavesdropping nodes. We also assume that the central
monitor utilizes a dedicated wireless channel, which is orthogonal to that of the suspicious users [23], to communicate with
the intermediate nodes. If PEk denotes the transmit power at
the k-th eavesdropping node, the capacity of the wireless link
from the k-th eavesdropping node to the central monitor is
expressed by
⎛
⎞
⎜
r̄Mk = log2 ⎝1 +



PMk hMk C

n∈|KE |\k

2

2

PMn |hMn C | + σC2

⎟
⎠,

(2)

where σC2 denotes the noise variance at the central monitor.
The received signal vector ŷE ∈ C|KE |×1 in both the wired
link and the wireless channel cases can be written by
ŷE = hT E xT + zE + qE ,
where hT E ∈ C|KE |×1 , zE ∈ C|KE |×1 and qE ∈ C|KE |×1
represent vectors constructed by collecting hT Mk k∈K ,
E
zMk k∈K and qMk k∈K , respectively, in increasing order
E
E
of index k. Then, the resulting eavesdropping channel capacity
rC of the central monitor is given as


= log2 I|KE | + PT Z−1 hT E hH
rC KE , QMk
TE


−1
hT E ,
= log2 1 + PT hH
TEZ
E|
standsfor a diagonal matrix with
where Z ∈ R|KE |×|K

2
.
diagonal elements σMk + QMk
k∈KE

2 In practice, we can first generate an identical set of Gaussian pseudorandom jamming signals that are enumerated at the central monitor and the
intermediate nodes. Then, the jamming nodes randomly select a seed and
transmit the corresponding index to the other nodes so that the known jamming
signals can be canceled out once eavesdropping begins. Any degradation in
the actual signal-to-interference-and-noise ratios (SINRs) may be incorporated
by adjusting the noise variance [10].

As for the suspicious receiver, the received signal becomes

yR = hT R xT +
hM R xM + zR ,
∈KJ



where zR ∼ CN 0, σR2 indicates the additive noise at the
suspicious receiver. The achievable data rate of the suspicious
user pair is thus obtained by
⎛
⎞


⎜
rR KJ , PMk = log2 ⎝1 + 
∈KJ

2

|hT R | PT
hM R

2

PM +

σ2

⎟
⎠,

R

and the eavesdropping rate is defined in [12], [14] by
 





rR KJ , PMk , if rC KE , QMk ≥rR KJ , PMk ,
re=
0,
otherwise.
We then formulate the eavesdropping rate maximization
problem as


(P):
max
rR KJ , PMk
(3a)
KE ,{QMk },KJ ,{PMk }




subject to rC KE , QMk ≥ rR KJ , PMk , (3b)


I yMk ; ŷMk ≤ r̄Mk , ∀k ∈ KE ,
(3c)
(3d)
0 ≤ PMk ≤ P̄Mk , ∀k ∈ K.
In (P), we determine the eavesdropping node set KE and the
jamming node set KJ and optimize the level of compression
QMk and the transmit power PMk to maximize the
eavesdropping rate re . We also desire to fulfill the limited
capacity condition of the wired or wireless link in (3c) while
maintaining the transmit power of the intermediate nodes
below the maximum allowed budget P̄Mk as in (3d). In what
follows, we provide several algorithms to obtain solutions for
wired and wireless links between the central monitor and the
intermediate nodes.
III. W IRED E AVESDROPPING L INKS
In this section, we address (P) over wired links between the
central monitor and the intermediate nodes. Recalling that the
channel capacity r̄Mk is a constant, (P) can be equivalently
written by

2
hM R PM
(P1.1):
min
(4a)
KE ,{QMk },KJ ,{PM }
∈KJ
subject to


k∈KE

2

2
hT Mk
|hT R |
≥
,

2
2 +Q
σM
Mk
hM R PM + σR2
k
∈KJ

(4b)
1
2r̄Mk − 1
≤
,
2
2 +Q
2 2r̄Mk + h
σM
Mk
σM
PT
T Mk
k
k
∀k ∈ KE ,
0 ≤ PM ≤ P̄M , ∀ ∈ KJ ,

(4c)
(4d)

where (4b) comes from the fact that |I + AB|
 = |I +2BA|


H
−1
for matrices A and B and hT E Z hT E = Z−1/2 hT E  =
2

|hT Mk |
, and (4c) results from manipulating
2
k∈KE σM
+QMk
k

2
2
)/QMk ).
I yMk ; ŷMk = log2 (1 + ( hT Mk PT + σM
k
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It is not straightforward to solve (P1.1) optimally, since
it involves discrete optimization variables KE and KJ as
well as continuous optimization variables QMk and PMk .
Moreover, finding the optimal solutions KE and KJ incurs an
exhaustive search process over 2K candidates, and QMk and
PM are jointly non-convex. We thus carry out a number of
manipulations so as to compute the globally optimal solution
for (P1.1).3
To efficiently handle KE and KJ , a binary variable
xk ∈ {0, 1} is introduced where xk = 0 indicates that
the k-th intermediate node is in the eavesdropping mode
and in the jamming mode
otherwise. Defining XJ 

2 T

2

, qM 
diag{x1 , . . . , xK }, gT M  |hT M1 | · · · hT MK
 
T




2
2
1/ σM
+ QM1 · · · 1/ σM
+ QMK
, q̄M  2r̄M1 −
K
  2 1 r̄
  2 r̄


2
1 / σM1 2 M1 + |hT M1 | PT · · · 2r̄MK − 1 / σM
2 MK +
KT
T


2
2
2
hT MK PT
, gM R  |hM1 R | · · · hMK R
, pM 

T
T

PM1 · · · PMK
and p̄M  P̄M1 · · · P̄MK , (P1.1) can
be recast to
(P1.2):
min
gTM R XJ pM
(5a)
XJ ,qM ,pM

|hT R |2
,
gTM R XJ pM + σR2
(IK − XJ ) qM  (IK − XJ ) q̄M ,
0  XJ pM  XJ p̄M .
XJ ∈ D,

subject to gTT M (IK − XJ ) qM ≥

(5b)
(5c)
(5d)
(5e)

where D denotes a set of diagonal matrices with elements
either 0 or 1.
Since gT M
0 and qM
0, we see from (5b)
and (5c) that the optimal qM is given by qM = q̄M .
Substituting this into (5b) with x̃J  [x1 , . . . , xK ]T ,
p̂M  gM R ◦ pM , p̃M  gM R ◦ p̄M and q̃M  gT M ◦ q̄M ,
(P1.2) reduces to
(P1.3): min x̃TJ p̂M
(6a)
x̃J ,p̂M

T

subject to (1 − x̃J ) q̃M ≥
0  p̂M  p̃M ,
xk ∈ {0, 1} , ∀k.

2

|hT R |
,
T
x̃J p̂M + σR2

(6b)

(7a)

xJ

T

subject to (1 − U (xJ )) q̃M ≥
0  xJ  1,

2

|hT R |
,
T
xJ p̃M + σR2

(7b)
(7c)

3 When

the wired link between the central monitor and the intermediate
nodes has large capacity (e.g., fiber optics) as r̄Mk → ∞, the optimal QMk
becomes QMk = 0 from (4c). Nevertheless, it is still non-trivial to obtain

due to (4b) unless the channel
other optimal variables KE , KJ and PM

between the intermediate
nodes and the suspicious users also experiences
¬
¬
large capacity as
KE = K, KJ =

¬
¬2
¬ 2
¬2
2
2
¬hT M ¬ /σM  ¬hT R ¬
k
k
∅, P  = 0 from (4b).
M

/σ2 ,
R

where U(xJ ) represents an indicator function whose k-th
element is one if the k-th element of xJ is positive and zero
otherwise, which makes (P1.3) and (P1.4) equivalent. Note
that xJ now specifies how much of the maximum available
transmit power budget p̃M is utilized. For instance, if the k-th
element of p̃M is one, the k-th intermediate node uses full
transmit power for jamming as PMk = P̄Mk . In the following
subsection, we describe an effective algorithm that provides
the globally optimal solution xJ for (P1.4).
A. Optimal Mode Selection and Transmit Power Optimization
If xJ = 0 is feasible, it is trivial to show that the optimal
solution for (P1.4) is given by xJ = 0, and every intermediate
node acts as an eavesdropper. However, if the channel condition between the suspicious users is much stronger than that of
the eavesdropping links, at least one of the intermediate nodes
should operate as a jammer so as to achieve a meaningful nonzero eavesdropping rate. Let us focus on this non-trivial case
of xJ = 0 from now on. We first show the following lemma.
Lemma 1: If x̂J is a feasible solution for (P1.4), there
exists x̌J such that x̌J  x̂J , U (x̌J ) = U (x̂J ) and
T
|2
(1 − U (x̌J )) q̃M = x̌T|hp̃ T R+σ
2 .
J M
R
Proof: As 0 ≺ xJ  1, it follows
2

|hT R |

T

x̂TJ p̃M + σR2

a special case for which

≤ (1 − U (x̂J )) q̃M <

2

|hT R |
.
σR2

This means that2 there is some 0 < α ≤ 1 which
T
|
satisfies αx̂T|hp̃T R+σ
= (1 − U (x̂J )) q̃M . Also, since
2
J M
R
U (x̂J ) = U (αx̂J ) for any non-zero α and αx̂J  1, letting
x̌J = αx̂J yields the desired result. This completes the
proof.
Theorem 1: Without loss of optimality, constraint (7b) of
(P1.4) can be replaced by equality as (1 − U(xJ ))T q̃M =
|hT R |2
2 .
xT
J p̃M +σR
Proof: Lemma 1 states that if x̂J is an arbitrary feasible
solution for (P1.4), there always exists x̌J such that
(1 − U (x̌J ))T q̃M =

(6c)
(6d)

It is further noticed that any feasible objective value x̃TJ p̂M
can be equally expressed by xTJ p̃M for some continuous
vector 0  xJ  1. Hence, to address the intractable binary
constraint (6d), we rewrite (P1.3) as
(P1.4): min xTJ p̃M
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|hT R |2
x̌TJ p̃M + σR2
T

= (1 − U (x̂J )) q̃M ≥

2

|hT R |

x̂TJ p̃M + σR2

.

Since x̌TJ p̃M ≤ x̂TJ p̃M , the objective function of (P1.4)
sufficient to consider
becomes the smallest with x̌J . Thus, it is
T
|hT R |2
xJ with (1 − U (xJ )) q̃M = xT p̃ +σ2 only, and (7b) of
J M
R
(P1.4) can be replaced with equality. This completes the proof.
Thanks to Theorem 1, (P1.4) can be simplified into
T

(P1.5): max (1 − U (xJ )) q̃M

(8a)

xJ

T

subject to (1 − U (xJ )) q̃M =
0 ≺ xJ  1.

2

|hT R |
,
T
xJ p̃M + σR2

(8b)
(8c)

It is easy to see that (P1.5) is identical to the problem of finding
the maximum feasible sum of q̃k under (8b) where q̃k denotes
the k-th element of q̃M . From this, our proposed algorithm,
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whichwill be discussed shortly, starts from the maximum
K
sum k=1 q̃k and decreases it by eliminating some of q̃k ’s
in an iterative manner until a feasible solution xJ that meets
constraint (8b) is determined.
To describe the proposed algorithm that decides which
q̃k ’s to remove, let us introduce two sets I and Ī, which
contain combinations of index k in q̃k , e.g., I or Ī =
{∅, 1, 2, {1, 2}, ...}. First, I is utilized to include certain combinations at every iteration of the algorithm, and each
combination ω in I is examined to see whether subtracting k∈ω q̃k
K
from
k=1 q̃k can satisfy (8b) or not. In the meantime, Ī
accumulates combinations in I that do not fulfill (8b) as the
algorithm iterates. For instance, if none of the combinations in
current I satisfies (8b), I will be merged to Ī as Ī ← Ī ∪ I
for the next iteration.
With these definitions at hand, the first step of the algorithm
begins with initializing I = {i1 } and Ī = ∅ where it for
t = 1, . . . , K represents the index of the t-th smallest element
in q̃M , i.e., q̃i1 ≤ ... ≤ q̃iK . Then, a particular combination

ω̂ ∈ I\Ī needs to be determined such that
k∈ω̂ q̃k is
minimized while satisfying
T

(1 − λω̂ ) q̃M =


k∈
/ ω̂

q̃k ≥

|hT R |2
,
λω̂T p̃M + σR2

(9)

where λω̂ indicates a vector whose k-th element is one
for ∀k ∈ ω̂ and zero elsewhere.
If such ω̂ exists, we can easily scale λω̂ by some 0 < α ≤ 1
to obtain the optimal xJ such that the equality condition (8b)
is satisfied. Presciesly, xJ is calculated as

2
1
|hT R |
− σR2 λω̂ ,
(10)
xJ = T
λω̂ p̃M (1 − λω̂ )T q̃M
and it can be concluded that assigning the k-th intermediate
nodes (k ∈ ω̂) as jamming nodes and the others as eavesdropping nodes becomes the optimal mode selection for (P1.5).
On the other hand, when ω̂ does not exist, the current combinations in I are not feasible for (P1.5), and thus, the infeasible
index set Ī should be updated by Ī ← Ī ∪ I. This also means
that we need to enlarge I by I ← I∪(I × {i2 }). The preceded
steps are then repeated. We summarize the overall procedure
in Algorithm 1. As for the computational complexity, at the
t-th iteration (t ≤ K), Algorithm 1 requires 2t −2t−1 searches
for
worst-case complexitywhen
 t reaches K is thus
Kω̂. The
t
t−1
K
K 4
(2
−
2
)
=
2
−
1
or
O
2
.
t=1
B. Low-Complexity Algorithm for Mode Selection and
Transmit Power Optimization
To further reduce the complexity of Algorithm 1, we present
a low-complexity algorithm for solving (P1.4) which achieves
near-optimal performance as will be shown in Section V.
We once again assume the non-trivial case where xJ = 0
T 


and define f (xJ )  1 − xJ q̃M xTJ p̃M + σR2 . With this
assumption, one can easily see from (P1.4) that xJ = 0
2
does not satisfy (7b), i.e., f (xJ = 0) < |hT R | . In order to
4 From our extensive experiments, we have found that the required number
of iterations t is much less than the worst-case 2K in general, resulting in
smaller running time compared to naive exhaustive search methods.

Algorithm 1 Optimal Solution for (P1.5)
Initialize I = ∅, Ī = ∅ and {it } where q̃i1 ≤ · · · ≤ q̃iK .
For t = 1 : K
Update I ← I ∪ (I × {i
t }).
Find ω̂ ∈ I\Ī such that k∈ω̂ q̃k is minimum
and (9) is satisfied.
If ω̂ exists
Solve for xJ from (10) and stop.
Else if t < K
Update Ī ← Ī ∪ I.
Else
Declare that (P) is infeasible.
End
Set KE = {k|xk = 0, ∀k}, KJ = K\KE , qM = q̄M
and pM = xJ ◦ p̄M .
determine an effective solution xJ,sub that achieves the equality
of (7b) following Theorem 1, our proposed low-complexity
algorithm will increase xJ from 0 step by step until it reaches
2
f (xJ,sub ) = |hT R | .
Let us take derivative of f (xJ ) with respect to xJ as


∂f (xJ )
T
= −q̃M, δ (x ) xTJ p̃M + σR2 + (1 − U (xJ )) q̃M p̃ ,
∂x
(11)
where δ (·) is a dirac-delta function. It can be readily shown
that when other elements of xJ are fixed, the derivative (11)
for x is constant for all 0 < x ≤ 1. We thus propose
a method that iteratively fills up x one at a time, which
represents how much of the maximum available transmit
power budget is utilized for jamming at the -th intermediate
node, by comparing the derivatives in (11).
=
To be specific, we first determine KE
(j)
{k|xk = 0, ∀k = 1, . . . , K} based on the current xJ in the
 (j)T

 (j)  
(j) T
q̃M xJ p̃M +σR2 <
j-th iteration with f xJ  1−xJ
|hT R |2 . They are candidate indices for the next potential
jamming node. Then, we calculate how much jamming
power
proportion
x̂k will be required to achieve


(j)
2
f xJ + x̂k ek = |hT R | for k ∈ KE when the k-th
intermediate
⎛ node is switched into a jamming node as ⎞
x̂k =

1 ⎜
⎝
p̃k

2



|hT R |
(j)

1 − U xJ + ek

T

(j)T

− xJ

⎟
p̃M − σR2 ⎠ .

q̃M
(12)

The result leads to two different cases based on K̂J 
{|x̂ ≤ 1, ∀ = 1, . . . , K}, which is an indexset of potential
(j)
2
jamming nodes that can make f xJ + x̂ e = |hT R | with
feasible x̂ ≤ 1.
First, when K̂J = ∅, none of the current eavesdropping
2
nodes can achieve f (xJ ) = |hT R | by itself when switched
into a jamming node alone. That is, more intermediate nodes
should be selected as jamming nodes in the subsequent
iterations to attain the equality. We specifically choose the
kmax -th intermediate node with the greatest gradient as the
next jamming node, i.e., kmax  arg maxk∈KE gk where gk 
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hT Mk
≤ γMk KE , PMk , ∀k ∈ KE ,
2
σMk + QMk
(13c)

Algorithm 2 Low-Complexity Solution for (P1.5)
(j)

(j)

(j)

Initialize xJ = 0, KE = K and KJ = ∅.
For j = 1 : K
(j)
Calculate x̂k for k ∈ KE from (12).
(j)
If K̂J = ∅
(j)
Calculate the derivatives gk for k ∈ KE .
Set kmax = arg maxk∈K(j) gk
(j+1)

(j)

0 ≤ PMk ≤ P̄Mk , ∀k ∈ K,
2


 PM hM C hT Mk
,
γMk KE , PMk  2 k  k
σ̃Mk KE , PMk

E

2
(KE , PMk )  ( hT Mk
with σ̃M
k

and xJ,sub = xJ + x̂min emin . Then stop.
Declare that (P) is infeasible.
End
Set KE,sub = {k|xk,sub = 0, ∀k}, KJ,sub = K\KE,sub ,
qM,sub = q̄M and pM,sub = xJ,sub ◦ p̄M .

 (j)
T
q̃M p̃k . This choice results in increasing
1 − U xJ + ek
2
f (xJ ) as close as possible to |hT R | . Accordingly, we update
(j+1)
(j)
our solution as xJ
= xJ + ekmax and repeat the same
process.
On the other hand, if K̂J = ∅, there exists at least
2
one eavesdropping node which can make f (xJ ) = |hT R |
when switched into a jamming node. In this case, we find
min  arg min∈K̂J x̂ p̃ such that switching the -th intermediate node into a jamming node minimizes the objective
(j)
function of (P1.4) and set xJ,sub = xJ + x̂min emin . The
overall steps are summarized in Algorithm 2. The algorithm is
composed of K − (j − 1) calculations of x̂k and K − (j − 1)
calculations of finding the maximum gk or the minimum x̂ p̃
at the j-th iteration.Altogether, the worst-case complexity
in
 2
K
,
which
Algorithm 2 takes
2
(K
−
(j
−
1))
or
O
K
  j=1
is less than O 2K of Algorithm 1.
Remark 1: If the wired links suffer from low capacity limits
r̄Mk or low available jamming power limits P̄Mk , we have
small q̃M or p̃M , respectively. Then, the gradient (11) of f (xJ )
also becomes small for each time when a previous eavesdropping node switches into a jamming node. This induces
more iterations before f (xJ ) = |hT R |2 can be achieved, and
consequently, more intermediate nodes are likely to be selected
as jamming nodes in this case.
IV. W IRELESS E AVESDROPPING C HANNEL
In this section, we provide algorithms to solve (P) for the
case of wireless channels between the central monitor and the
intermediate nodes by taking the channel capacity r̄Mk of (2)
into consideration. Similar to (P1.1), an equivalent formulation
of (P) for the wireless link case is obtained as

2
(13a)
hM R PM
(P2.1):
min
KE ,{QMk },KJ ,{PMk }
∈KJ

k∈KE

2

2
hT Mk
|hT R |
≥
,

2
2 +Q
σM
Mk
hM R PM + σR2
k
∈KJ

(13b)

2

2

2

J

Else

subject to

(13d)

where

and xJ
= xJ + ekmax .
Else if j < K
Set min = arg min∈K̂(j) x̂ p̃
(j)
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2
PT + σM
)( n∈KE \k
k

2
PMn |hMn C | + σC2 ) + PMk hMk C σM
.
k
It can be also seen from (P2.1) that since QMk ≥ 0,
2


| hT M |
the optimal QMk achieves σ2 +Qk  = γMk KE , PMk .
Mk
Mk
Hence, combining (13b) and (13c) results in

2
hM R PM
(P2.2):
min
(14a)
KE ,KJ ,{PMk }
∈KJ



|hT R |2
γMk KE , PMk ≥ 
,
subject to
2
hM R PM + σR2
k∈KE
∈KJ

(14b)
0 ≤ PMk ≤ P̄Mk , ∀k ∈ K.

(14c)

When PM = 0 (∀ ∈ KJ ) is a feasible solution for (P2.2),
it becomes the optimal solution. Otherwise, one can easily
draw a similar conclusion in Theorem 1 which states that the
optimal solutions satisfy (14b) with equality. We thus assume a
nontrivial case of PM  > 0 for at least one  ∈ KJ throughout
the rest of Section IV.
It is difficult to solve (P2.2) due to the non-convexity
of (14b) and the mutually related discrete variables
KE and KJ . However, when KE and KJ are held fixed, one
can see that the left-hand side (LHS) of (14b) solely depends
on PMk k∈K , while the objective function and the rightE
hand side are only affected by PM ∈K . This motivates
J
us to consider a two-step optimization approach for given
KE and KJ where the LHS is first maximized with respect
to PMk k∈K as
E

(P2.3):

max
{PMk }k∈KE
subject to


k∈KE


γMk KE , PMk


k∈KE

(15a)

0 ≤ PMk ≤ P̄Mk , ∀k ∈ KE . (15b)

Subsequently, the objective function of (P2.2) is minimized
with respect to PM ∈K as
J


2
min
hM R PM
{PM }∈KJ ∈KJ





subject to
γMk KE , PM k

(P2.4):

k∈KE

k∈KE

≥ 
∈KJ

(16a)

2

|hT R |
hM R

2

PM + σR2

0 ≤ PM ≤ P̄M , ∀ ∈ KJ ,

,

(16b)
(16c)
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PM k

denotes the optimal transmit power of
k∈KE

the eavesdropping nodes with given KE and KJ from (P2.3).
It should be pointed out that such a two-step approach does
not lose the global optimality of the original problem (P2.2)
as long as (P2.3) and (P2.4) are solved for all possible
combinations of KE and KJ and the best solution is selected.
In the following, detailed procedures of obtaining solutions for
each of (P2.3) and (P2.4) are presented.
A. Optimal transmit power for the eavesdropping
nodes in (P2.3)
In (P2.3), the objective function
exhibits a special form of

sum-of-ratios where each γMk KE ,
is composed of a concave numerator and a conPMk k∈K
E
vex denominator in PMk k∈K . A seminal work in [30] has
E
presented a numerical approach to derive the globally optimal
solution for this particular type of a sum-of-ratios problem by
addressing a sequence of convex problems. Meanwhile, it is
worth treating (P2.3) with more care, since
 both the numerator

and the denominator of each ratio γMk KE , PMk k∈K
are
E
affine functions so that a more efficient optimization algorithm
can be derived based on [30].
To begin with, we transform (P2.3) using auxiliary
variables {βk }k∈KE as

βk
(17a)
(P2.3.1):
max
{PMk }k∈KE ,{βk }k∈KE k∈KE


≥ βk , ∀k ∈ KE , (17b)
subject to γMk KE , PMk k∈K
E

0 ≤ PMk ≤ P̄Mk , ∀k ∈ KE .

(17c)

Defining pE and β as column vectors stacking PMk k∈K
E
and {βk }k∈KE , respectively, we have the following lemma.
Lemma 2: For the optimal solutions pE and β  for (P2.3.1),
there exists {uk }k∈KE such that pE is also a solution of the
following convex problem:
 
uk (bk (pE ) − βk vk (pE )) (18a)
(P2.3.2): max
p
E

subject to

k∈KE

0 ≤ PMk ≤ P̄Mk , ∀k ∈ KE ,

(18b)

where bk and vk representthe numerator and the denominator
of γMk KE , PMk k∈K , respectively, as
E

original problem (P2.3.1) can be expressed by


ψ 1 (β, u)
= 0,
ψ (β, u) 
ψ 2 (β, u)

(19)

where ψ 1 (β, u) and ψ 2 (β, u) denote column vectors composed of −bk (p̃E (β, u)) + βk vk (p̃E (β, u)) and −1 +
uk vk (p̃E (β, u)), respectively. Consequently, (P2.3.1) reduces
to finding the optimal variables β and u which satisfy
ψ (β  , u ) = 0 via root-finding algorithms, e.g., Newton’s
method. Furthermore, if such β and u are unique, we can
directly set p̃E (β  , u ) as the optimal solution for the original
problem (P2.3.1), i.e., pE = p̃E (β  , u ). The following
theorem reveals that ψ (β, u) = 0 indeed has unique β  and
u and a modified Newton’s method converges to β  and u .
Theorem 2: Assume that vk (pE ) , ∀k ∈ KE and p̃E (β, u)
are Lipschitz continuous in pE , and in β and u, respectively.
T

Then, a modified Newton’s method that updates β T uT
by
T 
T

−1
β Tnew uTnew = βTold uTold − ρ [ψ (βold , uold )] ψ (β old , uold )
(20)
converges to unique β and u from any starting point where
ρ represents the greatest ζ i satisfying
 

T


ψ β Told uTold − ζ i [ψ (β old , uold )]−1 ψ (βold , uold ) 




≤ 1 − ζ i ψ (β old , uold ) ,


for i ∈ {0, 1, 2, ...}, ζ ∈ (0, 1) and ∈ (0, 1).
Proof: See Theorem 3.2 and Theorem 3.3 in [30].
It only remains to identify the optimal solution p̃E (β, u)
−1
for (P2.3.2) and [ψ (β, u)]
in (20). We can first utilize
the fact that bk (pE ) and vk (pE ) are affine in pE to transform
(P2.3.2) into a linear programming form as
(P2.3.3): max
p
E

subject to

1T ΛpE

(21a)

0 ≤ PMk ≤ P̄Mk , ∀k ∈ KE ,

(21b)

where the (k, n)-th element λkn of Λ is defined as
⎧

2
2
⎨ hT M 2 − βk σM
for k = n,
uk hMk C ,
k
k


λkn =
2
2
2
⎩−uk β k hT M PT + σ
|hMn C | , for k = n.
Mk
k

It is easy to see that the objective function of (P2.3.3) is
⎛
⎞ maximized if we assign PMk = P̄Mk when its corresponding
 

element in 1T Λ is positive, and set PMk = 0 otherwise.
2
2
2 ⎝
2⎠
P
vk (pE ) = hT Mk PT + σM
Mn |hMn C | + σC
In other words, the optimal solution p̃E (β, u) is
k
n∈KE \k


p̃E (β, u) = U 1T Λ p̄E .
(22)
2 2
,
+PMk hMk C σM
k
Next, in order to update β and u, we need to find the
for k ∈ KE . In addition, such pE satisfies uk = 1/vk (pE ) and Jacobian of ψ (β, u) with respect to β and u from (19). This
bk (pE ) − βk vk (pE ) = 0 for k ∈ KE .
leads to [ψ (β, u)] = diag (Vden , Vden ) where Vden indicates a
Proof: See Lemma 2.1 in [30].
diagonal matrix of {vk (p̃E (β, u))}k∈KE in increasing order of
Next, let p̃E (β, u) be a solution for (P2.3.2) with arbitrary k. Thanks to its diagonal structure, we can also easily compute
β and u where u indicates a column vector composed of the inverse [ψ (β, u)]−1 as
uk in increasing order of k ∈ KE . According to Lemma 2,


−1
[ψ (β, u)] = diag Ṽden , Ṽden ,
the necessary condition for p̃E (β, u) to be optimal for the
bk (pE ) = PMk hMk C hT Mk

2

,

MOON et al.: PROACTIVE EAVESDROPPING WITH JAMMING AND EAVESDROPPING MODE SELECTION

Algorithm 3 Optimal Solution for (P2.2)
Initialize ν  = ∞.
Repeat for every possible KE and KJ
1
E)
Initialize pE = 0 and set βk = vbkk (p
(pE ) and uk = vk (pE )
for k ∈ KE .
Repeat
Solve for p̃E (β, u) by (22).
Update β and u by (20).
Until ψ (β, u) = 0
Solve for PM ∈K from (23),
J

2
hM R PM if feasible.
and calculate ν =
∈KJ

If ν < ν 
Set ν  = ν, KE = KE , KJ = KJ
and PM k = PMk , ∀k ∈ K.
Until all KE and KJ are examined.
If ν  = ∞
Declare that (P) is infeasible.

k∈KE

the eavesdropping nodes from (P2.3), we now optimize the
transmit power PM ∈K for the jamming nodes via (P2.4).
J
The LHS of constraint (16b) is constantin this
 case, and
which
one can check that the optimal solution PM 
∈KJ

minimizes the objectivefunction
 of (P2.4) should meet (16b)
, we first let PM = P̄M ,
with equality. To find PM 
∈KJ

∀ ∈ KJ . If it fulfills (16b), we then scale P̄M by some
0 < α ≤ 1 such that the equality of (16b) is achieved. This
results in
⎞
⎛
⎝
PM =


  
K , P

 −σ

k∈KE

γMk

E


∈KJ


Mk

R

k∈KE

hM R

2

P̄M

(24b)
(24c)

0 ≤ PEk , PJk ≤ P̄Mk , ∀k ∈ K,

B. Optimal Transmit Power for the Jamming 
Nodesin (P2.4)
With the obtained optimal transmit power PM k
for

2⎠

search for determining the optimal sets KE and KJ , which may
be computationally expensive as the number of intermediate
nodes increases. To overcome this difficulty, in this subsection,
we provide low-complexity algorithms that yield efficient solutions KE,sub , KJ,sub and PMk ,sub based on the block coordinate
descent (BCD) method [31]. This method tackle (P2.2) by
optimizing the mode selection and the transmit power for the
jamming nodes while the transmit power for the eavesdropping
nodes is fixed and vice versa.
To this end, let us rewrite (P2.2) as

2
hMk R PJk
(24a)
(P2.5):
min
KE ,KJ ,{PEk },{PJk }
k∈KJ
2



|hT R |
γMk KE , PEk ≥ 
,
subject to
2
hMk R PJk + σR2
k∈KE
k∈KJ

where
Ṽden
denotes
a
diagonal
matrix
of
{1/vk (p̃E (β, u))}k∈KE in increasing order of k.
To summarize, we can update β and u using (20) based on
the obtained solution p̃E (β, u) from (22). These steps are
then repeated until convergence of β and u. The optimal
transmit power pE for the eavesdropping nodes becomes
pE = p̃E (β  , u ) once converged.

|hT R |2
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P̄M
, ∀ ∈ KJ .

where PEk and PJk are designated as the transmit power
for eavesdropping and jamming, respectively, for the k-th
intermediate node.
In this BCD based approach, KE , KJ and PJk are first
optimized while PEk is fixed. 
Similar to Algorithm
 1,
we start from the maximum sum
γMk KE , PEk and
k∈KE

decrease it by varying KE until a feasible solution PJk that
meets constraint (24b) is found. We begin with initializing
2K − 2 possible eavesdropping mode selections KE,t for
t= 1, . . . , 2K − 2 which are
 sorted in decreasing order of
K
.
γ
,
P
M
E,t
E
k∈KE,t
k
k
For a given t, suppose that (24b) is satisfied when
PJk = P̄Mk for all k ∈ KJ,t with KJ,t  K\KE,t . Then,
we can conclude that there exists some 0 < α ≤ 1 such that
PJk = αP̄Mk (∀k ∈ KJ,t ) fulfills (24b) with equality and minimizes the objective function. Thus, the optimal mode selections are determined as KE,sub = KE,t and
KJ,sub = K\KE,t for the given PEk , and the optimal transmit
for jamming can be easily calculated by
power PJk ,sub k∈K





PJk ,sub =

J,sub

k∈KE,sub

γM
k



|hT R |2

{

KE,sub , PE
k

k∈KJ,sub

}k∈KE,sub

 −σR2

P̄Mk

,

|hMk R |2 P̄Mk
∀k ∈ KJ,sub .

(23)
Otherwise, it can be concluded that the number of jamming
nodes for current mode selection KJ is insufficient to reliably
eavesdrop, and other mode selections should be investigated.
The overall algorithm for the original problem (P2.2) by
sequentially solving (P2.3) and (P2.3) is summarized in
Algorithm 3.
C. Low-Complexity Algorithm for Mode Selection and
Transmit Power Optimization
Although Algorithm 3 produces the globally optimal solution for (P) in the wireless link case, it relies on an exhaustive

(25)

Otherwise, if (24b) is not satisfied even with PJk = P̄Mk
(∀k ∈ KJ,t ), the current KE,t is considered infeasible. As a
result, the optimization of KE , KJ , and PJk is simply
achieved by first finding the minimum t satisfying (24b) when
PJk = P̄Mk (∀k ∈ KJ,t ) as




γMk KE,t , PEk ≥

k∈KE,t

2


k∈KJ,t

|hT R |
hMk R

2

P̄Mk + σR2

,
(26)

and then calculating (25).
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Algorithm 4 Low-complexity Solution for (P2.2)
Initialize PEk ,sub .
Repeat
K
Initialize 
KE,t for t = 1,
 . . . , 2 − 2 in decreasing
order of k∈KE,t γMk KE,t , PEk ,sub .
Find the minimum t subject to (26).
If such t does not exist, declare that (P) is infeasible.
Set KE,sub = KE,t and KJ,sub = K\KE,sub ,
and solve for PJk ,sub k∈K
from (25).
J,sub

Solve for PEk ,sub

k∈KE,sub

from the sum-of-ratios

optimization in Section IV-A.
Until convergence of KE,sub , KE,sub , PEk ,sub and PJk ,sub
Next, we optimize the transmit power PEk k∈K
E,sub
for the eavesdropping nodes by solving (P2.5) with given
KE,sub , KE,sub and PJk ,sub k∈K
where (P2.5) becomes a
J,sub
feasibility
 problem in this case. Noting from (24b) that

acts as a limit of the objective funcγMk KE , PEk
k∈KE

2
hMk R PJk , a wise choice would be to maximize
tion
k∈KJ




2
so as to reduce
γMk KE , PEk
hMk R PJk in
k∈KE

Fig. 2.

•

V. N UMERICAL R ESULTS
In this section, the performance of the proposed algorithms
is evaluated from numerical simulations. We adopt the channel
2

2

model |hXY | = LXY ĥXY , ∀X, Y ∈ {T, R, C, Mk , ∀k}, where
 −β
LXY  L0 ddXY
is defined by the distance-dependent path
0
loss between X and Y [10]. Here, L0 stands for the path loss at
reference distance d0 , β represents the path loss exponent, and
dXY indicates the distance between X and Y. Also, the smallscale channel variable ĥXY follows an independent complex
Gaussian distribution with zero mean and unit variance. We set
L0 = 10−3 , d0 = 1 m and β = 3.5. The suspicious
receiver, the central monitor and the k-th intermediate node are
circularly placed around the suspicious transmitter at the center
with uniformly distributed angles and fixed distances dT R , dT C
and dT Mk , respectively. We conduct 10000 experiments with
different node placements and small scale fading ĥXY , and the
averaged performance is reported in the subsequent figures.
Moreover, we fix the system bandwidth as W = 20 MHz,
the transmit power at the suspicious transmitter as
PT = 23 dBm, the transmit power at the k-th intermediate
node as P̄Mk = 23 dBm, and the thermal noise variance
as −160 dBm/Hz unless otherwise stated. We compare our
proposed schemes with the following conventional selection
methods:
• Maximum Jamming Link [32]: We initially begin with all
the intermediate nodes in eavesdropping mode and then

switch them one by one into jamming nodes by selecting
ˆ intermediate node with ˆ  arg max hM R 2
the -th

until there is no more improvement.
Maximum Channel Gain Ratio [33]: A similar selection method to maximum jamming link but with
2
|hM R |2
where η equals hT M and
ˆ  arg max η
2

k∈KJ

the subsequent BCD iterations. Such maximization can be
achieved by the same sum-of-ratios optimization method presented in Section IV-A. We summarize the overall procedure in
Algorithm 4. It will be shown in Section V that the proposed
BCD method converges within a few iterations, resulting in
lower running time.

Average eavesdropping rate as a function of P̄Mk .

•
•

hM C hT M for wired and wireless links, respectively.
This is based on the intuition that it would be more
efficient for the k-th intermediate node to operate in the
2
eavesdropping mode if ηk > hMk R and in the jamming
mode otherwise.
Random Selection [24]: One intermediate node is
randomly selected as a jamming node.
Passive: Every intermediate node operates in the
eavesdropping mode without jamming.

A. Wired Eavesdropping Links
We first examine the performance of our proposed schemes
for wired eavesdropping links in Section III. The wired link
capacity r̄Mk equals 5 bps/Hz for k ∈ K, dT R is set to
50 m, and dT Mk is uniformly drawn from 1 m to 300 m
unless otherwise stated. Optimal and low comlpexity schemes
indicate Algorithm 1 and 2, respectively. Fig. 2 illustrates the
average eavesdropping rate as a function of the maximum
transmit power P̄Mk with K = 2 and 4. It is verified that the
low complexity scheme is near-optimal for all values of P̄Mk .
Also, both of our schemes show remarkable performance gains
compared to non-optimized ones such as the random selection
and the passive schemes. At P̄Mk = 40 dBm, the proposed
schemes outperform the random selection scheme by 67 %
and 50 % when K = 2 and 4, respectively. Moreover,
for low P̄Mk regime, we see that the passive scheme even
outperforms the random selection scheme, which emphasizes
the significance of an adequate mode selection for meaningful
eavesdropping performance. The maximum channel gain ratio
and the maximum jamming link schemes also show decent
performance in low PMk regime, but they start to deteriorate
as PMk increases.
In Fig. 3, the average eavesdropping rate of different
schemes is compared as a function of the transmit power
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Fig. 3.

Average eavesdropping rate as a function of P̄T .

Fig. 4.

Average eavesdropping rate as a function of r̄Mk .

of the suspicious transmitter PT for K = 4. The low complexity scheme is shown to have a negligible performance
loss compared to the proposed optimal algorithm for all PT ,
while the maximum channel gain ratio and the maximum
jamming link schemes fall behind when PT is high and low,
respectively. Performance degradation is even more substantial
for other baseline schemes, which implies that an accurate
mode selection is vital. An interesting phenomenon here is
that the eavesdropping rate first increases and then decreases
after a certain PT . The reason is that the signal-to-interferenceplus-noise ratio (SINR) of the suspicious receiver becomes
excessively large above this particular PT such that even the
maximum jamming cannot sufficiently decrease the SINR of
the suspicious users to guarantee rC ≥ rR . This also explains
why the passive schemes become infeasible at relatively
lower PT .
Fig. 4 demonstrates the average eavesdropping rate performance with respect to the fronthaul capacity limit r̄Mk
for P̄Mk = 50 dBm. First, when both the wired link and
the channel between the intermediate nodes and the suspicious users have large capacity with r̄Mk ≥ 8 bps/Hz and
1 m ≤ dT Mk ≤ 40 m, respectively, the passive scheme
becomes the optimal eavesdropping strategy as discussed in
footnote 3 of Section III-A. On the contrary, if the channel
between the intermediate nodes and the suspicious users

Fig. 5.
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Eavesdropping performance as a function of K.

has a lower channel condition than the suspicious users as
1 m ≤ dT Mk ≤ 500 m, the performance of the passive
scheme significantly degrades, and a constant performance
gap exists between the optimum and the passive scheme even
at large r̄Mk . This remarks the importance of our proposed
algorithms for guaranteeing the highest eavesdropping rate in
all practical scenarios.
Fig. 5 exhibits the successful eavesdropping probability,
which is defined as the probability of having a non-zero effective eavesdropping rate re , and the computational complexity
of various schemes normalized by that of Algorithm 1 for
r̄M = 1 and 10 bps/Hz. To be specific, let k  be the
number of required iterations. Then,
Algorithm 1 consumes
k
K log K for sorting q̃M and t=1 (2t − 2t−1 ) computations

for finding ω̂, which
is K log K + 2k − 1 in total. For
k −1
Algorithm 2,
t=1 (2(K − (t − 1))) computations up to
k  − 1 iterations are first required, and then K − (k  − 1)
(k )
for calculating x̂k and K̂J
for identifying the minimum
x̂ p̃ are additionally consumed at the k  -th iteration, resulting
(k )
in (k  − 1)(2K − k  + 2) + (K − (k  − 1)) + K̂J
in total. Lastly, both of the maximum jamming link and
maximum channel gain ratio methods take K log K for sorting
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Convergence of the BCD algorithm.

Fig. 7.

Average eavesdropping rate as a function of dT C .

Fig. 8.

Eavesdropping performance as a function of P̄Mk .

channel gains and k  times of calculating eavesdropping
rates, leading to K log K + k  total computations. We note
from Fig. 5 that the low complexity scheme achieves almost
optimal performance regardless of the wired link capacity r̄M .
In contrast, the maximum channel gain ratio and the maximum
jamming link schemes cannot reach the optimum when r̄M
is low and high, respectively. Furthermore, in Fig. 5, as K
increases, our low complexity method requires the lowest
computational complexity compared to other baseline schemes
while maintaining near-optimality. This signifies an excellent
trade-off between performance and complexity of Algorithm 2.
B. Wireless Eavesdropping Channel
Next, we evaluate the performance of various schemes in
case of wireless channels between the central monitor and
the intermediate nodes. We set dT R = 50 m, dT C = 500 m
and let dT Mk be uniformly drawn from 1 m to dT C unless
stated otherwise. Here, the optimal and BCD schemes refer to
Algorithm 3 and 4, respectively. The stopping criterion is
imposed for the BCD method such that the algorithm terminates if the eavesdropping rate improvement is less than 10−3 .
We first examine the convergence of the proposed BCD
method in Fig. 6 for K = 4 and P̄Mk = 50 dBm for all k ∈ K.
The figure demonstrates that our BCD method converges
to near-optimal values within a few iterations on average.
It is worth noting that the optimal scheme would require
2K −2 = 14 iterations of the sum-of-ratios algorithm presented
in Section IV-A, for every possible KE and KJ . In comparison,
the BCD method requires only two iterations with negligible
performance loss.
Fig. 7 investigates the effect of dT C on the eavesdropping
rate for K = 4 and 8 with PT = 35 dBm. It is observed
that the BCD scheme achieves performance very close to
the optimum in all cases. We can also see that not only the
eavesdropping rate increases, but also the performance gain
of the proposed schemes becomes more prominent as the
intermediate nodes and the central monitor are closely placed
around the suspicious users. As an example, at dT C = 100 m,
the proposed schemes show 27 % and 35 % improvements
over the maximum channel gain ratio method for K = 4 and 8,
respectively. Note also that the random selection exhibits

worse eavesdropping rates with larger K, implying that a
suitable selection method is necessary to manage interference
among the intermediate nodes.
Fig. 8 evaluates the average eavesdropping rate and the
average number of jamming nodes as a function of the maximum transmit power P̄Mk with K = 6. We note again from
Fig. 8 that the proposed BCD method achieves near-optimal
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method not only approaches the optimal performance, but
also takes the lowest computational complexity as the number
of intermediate nodes increases, which demonstrates good
performance and complexity trade-off. While the maximum
channel gain ratio and the maximum jamming link methods
show some reasonable eavesdropping rates, their performance
gradually deteriorates as K grows, since the effect of an
accurate mode selection becomes more significant.
VI. C ONCLUSION AND F UTURE W ORKS
In this paper, we have studied a legitimate proactive eavesdropping scenario where a central monitor covertly wiretaps
the communication between a pair of suspicious users via multiple intermediate nodes. The intermediate nodes are divided
into two separate groups, namely eavesdropping nodes and
jamming nodes to aid the central monitor in efficient eavesdropping. We have considered two cases in which the central
monitor and the intermediate nodes communicate through
wired links or wireless channels. For both configurations,
we have developed efficient strategies that yield the globally
optimal mode selection and the transmit power of the intermediate nodes. We have also provided several low-complexity
algorithms so as to relieve a computational burden. Numerical
results have validated the efficiency of the developed strategies
in various system setups. A more practical scenario with the
absence of global CSI would be an important future study for
completeness.
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