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Abstract—In this paper, we study a robust beamforming design
for multi-user multiple-input multiple-output secrecy networks
with simultaneous wireless information and power transfer
(SWIPT). In this system, an access point, multiple Internet of
Things devices under the non-Linear energy harvesting model
with a help of one cooperative jammer (CJ). We employ artificial
noise (AN) generation to facilitate efficient wireless energy
transfer and secure transmission. To achieve energy harvesting
fairness, we aim to maximize the minimum harvested energy
among users subject to secrecy rate constraint and total transmit
power constraint in the presence of channel estimation errors.
By incorporating a norm-bounded channel uncertainty model,
we propose an algorithm based on sequential parametric convex
approximation (SPCA). Finally, simulation results show that the
proposed SPCA method outperforms the traditional AN-aided
method and CJ-aided method.

Index Terms—SWIPT, non-Linear energy harvesting, CJ,
norm-bounded channel uncertainty model, SPCA.

I. INTRODUCTION

The fifth generation (5G) wireless systems are expected
to meet an continuously increasing demand for wireless ap-
plications such as wide radio coverage and high data rate
[1]. Due to the advancement of wireless sensor networks
(WSNs) and Internet of Things (IoT), the energy-constrained
5G network needs support millions of intelligent terminals.One
main research approach in wireless power transfer (WPT) is
the SWIPT technigue [2], which has attracted a lot of interests
for providing power supplies for wireless IoT networks [3]-[6].

On the other hand, secrecy transmission has extracted atten-
tions in communication systems [7] [8]. Specifically, physical-
layer security (PLS) has been recognized as an important issue
for SWIPT systems since the wireless information is more
vulnerable to eavesdropping [9] [10].

Another aspect that we address in this paper is the impact
of imperfect channel state information (CSI). In practice, it is
not always possible to obtain perfect CSI at the transmitter due
to channel estimation errors [11] [12]. Secure communication
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with SWIPT would be more challenging in the presence of
the imperfect CSI [13]-[19].

In addition, artificial noise (AN) methods have been used
by embedding the transmit beamforming to confuse eaves-
droppers [7]. In secrecy SWIPT systems, the AN plays the
roles of both carrying an energy signal for WPT and pro-
tecting the secrecy information transmission [20]. Also, to
further increase the secrecy performance, a jamming node has
been introduced in the secrecy networks, which prevents the
eavesdroppers from intercepting the intended messages [14]-
[16]. When information receivers (IRs) and energy harvesting
receivers (ERs) are placed in a same cell, the ERs are normally
assumed to be closer to the transmitter compared with IRs due
to its low power sensitivity level. In such a situation, the ERs
have a possibility of eavesdropping the information sent to the
IRs, and thus can become potential eavesdroppers [13].

In this paper, we investigate a secure transmission design
problem in a MU-MIMO secrecy IoT system with SWIPT.
In this system, a multi-antenna transmitter supports single-
antenna co-located receiver (CR) IoT nodes, and multi-antenna
EH IoT nodes in the presence of a multi-antenna CJ. Unlike
the work in [10], our objective is to maximize the minimum
harvested energy of both EH nodes and CR nodes subject
to secrecy rate constraints and the total transmit power con-
straint by incorporating the norm-bounded channel uncertainty
model.

Moreover, we seek a transmission strategy to jointly design
the AN-aided beamforming matrix, the AN covariance matrix,
the jamming covariance matrix and the PS ratio. Then, an
iterative algorithm based on SPCA is also addressed, where
the original problem is transformed to a second order cone
programming (SOCP) problem that can be directly solved
by CVX. Finally, Simulation results demonstrate that the
proposed SPCA scheme outperforms the traditional methods.

II. SYSTEM MODEL
A. Network Model

We consider a secure downlink MU-MIMO SWIPT-based
IoT system as shown in Fig. 1, which consists of one transmit-
ter, one CJ, KX CR nodes, and L EH nodes. Here the CR node
employs the PS scheme to decode information and harvest
power simultaneously. It is assumed that the transmitter, the CJ
and the EH node are equipped with N, N; and N antennas,
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respectively, while CR nodes have a single antenna. We denote
h, ) € CN7 ag the channel vector between the transmitter and
the k-th CR node, H,; € CN7*NE a5 the channel matrix
between the transmitter and the [-th EH node, g, € CcNs
as the channel vector between the CJ and the k-th CR node,
G, € CN7*Ne a5 the channel matrix between the CJ and
the [-th EH node, respectively.

The transmitter sends the message xj, to the k-th CR node
as

D

where f;, € CV7 indicates the linear beamforming vector for
the k-th CR node at the transmitter, s € C represents the
information-bearing signal intended for the k-th CR node with
E{|sk|?} = 1, and z € CNT is the energy-carrying AN vector,
which can also be composed by multiple energy beams.

The received signal at the k-th CR node and the [-th EH
node can be expressed as

X = frsi + 2z,

K
Ys,k = hgk; Z fkskr +h£kz+gfkq8J+ns,k7 k= 1. K7
k=1
K
ye,l:Hgl kask‘+H£Ilz+G£Ilqu+ne7la l - 1, ...7L,
k=1

2

where g € CV7 indicates the CJ vector, s equals the cooper-
ative jamming signal introduced by the CJ with E{|s;|?} = 1,
and ns x ~ CN(0,02,) and n.; ~ CN (0,02 1) stand for the
additive Gaussian noise at the k-th CR node and the I-th EH
node, respectively.

The received signal at the k-th CR node is divided into
the ID and EH parts by the PS ratio ps; € (0,1]. Thus, the
received signal for ID at the k-th CR node can be given as

ID
Yok =/ Ps,kYs,k TNk

K

= /Ps.k (hgk Z fis, + hsz—l—gfkqs]—l—nsyk) +0p ks
k=1

(3)

where ny , ~ CN (0,012)’ ) is the noise at the k-th CR node
[2].

Let us define Fj, = fkflf as the transmit covariance matrix,
Z = zz™ as the AN covariance matrix, and Q = qq” as the
CJ covariance matrix. Hence, the achieved secrecy rate can be
calculated by

+
R = |Csi(psi,Fr,Z,Q) — max Cri(psi:Fr, 2,Q) |

4)
where Cj ;, and (), are defined in (5) on the top of the next
page.

B. Non-linear EH model

As mentioned previously, linear EH model is mostly used
in SWIPT system, and the harvested energy is given by

Ny antennas

Fig. 1. System model of secure SWIPT IoT systems with cooperative jamming
for MU-MIMO downlink.

¢ = nP,;,, where P;, represents the input power at the
receiver, and 7 € [0,1] is the energy conversion efficiency
[17] [18]. However, the practical EH circuits exhibit nonlinear
EH behavior due to the saturation of the rectifier. To avoid
the mismatch caused by the linear EH model, we employ the
logistic-function based nonlinear EH model, as

M; _ M;
prrac(p, ) = 1+exp(—ai(Pin—bi)) 14exp(a;b;)

1— — 1 ’
1+exp(a;b;)

(6)

where M; is a constant expressing the maximum harvested
power at the i-th CR/ER node when EH circuit reaches satu-
ration. Parameters a; and b; are also constants in connection
with the detailed circuit specifications, as defined in [21].

Using the non-linear EH model, the harvested power at the
k-th CR node and the [-th EH node is expressed as

ES;:C — (I)p’r‘ac(E&k)’Vk, Es?l’ac — (I)prac(Ee,l), Vl (7)

where

K
Esp = (1=psp) <h§,’k(ZFk+Z)hs,k+gkags,k+a§,k),

k=1
K

By =tw(HY (Y Fe+Z)Hey) + 0(G,QG. )+ Nio? .
k=1
(8)

III. PROBLEM FORMULATION AND ROBUST DESIGN
METHODS

In this paper, our goal is to jointly optimize the worst-
case formulation assuming imperfect CSI. Adopting the norm-
bounded channel uncertainty model [13], the actual channels
h, ., He, g6k, and G can be given as

hs,k = hs,k+es,kaVk7 He,l = He,l+Ee,l;VZa

_ ~ ~ - )
8s.k = 8s,k +es,k;\v/k7 Ge,l = Ge,l+Ee,lavlv

where B&k, sk I:IeJ, and G&Z denote the estimated channel
at the transmitter and the CJ, and e, 1, €, 1, E, and EeJ are
the channel errors bounded as llesklle < esks l€skll2 < Esks
||Ee,l||F < Ee,l» and HEe,l”F < ée,l'

Authorized licensed use limited to: Korea University. Downloaded on July 22,2021 at 05:52:18 UTC from IEEE Xplore. Restrictions apply.



ps,khngkhs,k

Os,k(ps,k7 Fk:7 Za Q) - 10g2 (1 +

ps,k(o—ik + Zj;ﬁk hgkwjhs,k + hnghs,k + gnggs,k) + 0;,k:>7

Cl,k?(p&ka Fk7 Z7 Q) = 10g2 ’I+(HngHeﬂl+G£que,l +Ug,l1)_1H£{leHe7l’-

max min
ps.k:s{FK}Z,Q [les,kll<es,k,ll€s,k | <Es k

S.t. min
les,kll<es,k:ll€s,kl|<Es,k

K
> w(Fy)+u(Z) < Pr,
k=1

1>ps >0, Fp =0, Z>0, Q >0, rank(Fj) = 1.

A. Problem Formulation

We aim to maximize the minimum harvested power among
all CR nodes and EH nodes subject to the secrecy rate
constraint, the total transmit power constraint and the CJ power
constraint. By taking the above channel model into account,
the robust max-min problem can be rewritten as (10) on the
top of this page, where R, stands for a given secrecy rate
threshold, and Pr and P; denote the available power budget
at the transmitter and the CJ, respectively.

B. Low-Complexity SPCA Algorithm

In this section, we consider an reformulation of problem
(10) based on the SPCA method [27]. The optimization frame-
work can also be obtained as a convex form by incorporating
channel uncertainties. First, the robust secrecy rate constraint
(10b) can be relaxed as

tr (HgleHeJ)

Cy.r—log, (1+ )ERS,
o2, +tr (HI ZH,. 1+ G!QG.)

(11)
Then, (11) can be rewritten as
riry > 2%, (12a)
hngkhs,k

o2

U?,k + Z];ﬁk hgkwjhs,k: + hnghS,k + gﬁ:’ngS,k + ﬂf’:
>ry— 1,VI, (12b)

02, + tr (Hg{ZZHeﬁGg{lQGeJ)

>ro,Vk. (12¢)

o2, +tr (H(Z + Fy)H,, + G QG

where r; > 0 and ro > 0 are slack variables. (12a) can be
transformed into a second-order cone (SOC) form as

H|:\/ 2é5+2 1 77"2:|H §7'1+7“2.

Let us define I:Is,k: £ Bs,kﬁgks Gs,k £ gsﬁkggk’ HeJ
H. HY, G, £ GeJG{L{ 2 H,,+Ask Ga, i

el

Gop+®os Ha 2 Ho + Ay, and Ga, 2 Goy+ P,

13)

1> >

®)

o min Ef’}‘“) (10a)
' [Ec.illr<eecil|Eeillr<éc. ’

- max Cl,k 2 RS,V]C, (10b)

1Ec,illFr<ec,i,||Ecillp<éc.

r(Q) < Py, (10c)

(10d)

where A, = fl&kegk + eS,kﬁfk + es,kegk, @ﬂk =

gs,kégk + és,kggk + éf,kégks Aell :;[_Ie,lEgl +~E€,lH£{l +

Ee,lEgl, and '1’671 = Ge,lEgl + Ee7lG£l + EeJEgl’ which

stand for the CSI uncertainties. Then, the inequalities in (12b)
and (12c) can be rearranged, respectively, as
2

Op.k
Ug’k‘i‘zWJHHASJCWJ‘-‘rZHHAS,kZ-i-qHG(Ps’kQ‘F P
X Ps.k
J#k
fiH f
< M,Vk, (14a)
T — 1
oo1+2"Ha, iz+wiHa, iwi+q" Ga, 1q
2 H H
oo ,+2 HASJZ—F G‘i»el
< el d v (14b)

T2
It is straightforward to show that

1A kllp < s relyllr + lleschly |l 7 + lles eyl

=2+ 265kl ho k] £ &, (1)
1@ kllp < lgsnelyllr + ”éS,kgstkHF + |15 18kl 7 16)
= &2 4 + 285 k1|85 kIl £ Ess
1Al p < [He B |+ B HY | o+ Ee B | 7
=21+ 2ecalHeillr = Ees a7
|1Bellp < NGe B p+IBe Gl r+ I Ee B || (18)

= 53,1 +28.1|Gellr 2 €

It is noted that Ay, ®,%, Ay, and ®.; are norm-
bounded matrices.

According to the results in [26], we can minimize constraint
(12b) by minimizing the right-hand side (RHS) of (14a) while
maximizing its left-hand side (LHS). Then (14a) and (14b)
can be approximately reformulated, respectively, as

max

2 H H
oty wiHa wwi+2"Ha, 2
A kll 7 <Z&s k5| Ps k|l g <Es ke

i#k
2 H
o ) fAH f
+0"Ge pq+ 25 < min  ESiE v,
Pske  NAekllp<ésr 11— 1

(19)
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max )
Acill pZ&e,i;[Pe,ill p<&e.1

+wiHa, wi+q”"Ge, 1q <
Ug}l-f-ZHHAle-f-qHGq)c,lq

2

2 H
Ue,l+z HAle

vi.

min }
Ac il pZ&e,ts P, il p<&e.t

(20)

Then, a loose approximation method [26] can be utilized to
minimize the RHS of (19) and (20) as

B HA, bfs £ He, if

min aVka
A6kl p<&s.k rp—1 r—1
2 H H
. 0.,z " Ha, 12+94" G, 19
min ) 2n
[[Acill p<Ee,i,l|Peill p<Ec.t T2

> o2, +2"He, 12+q" G¢ q

T2

where I:I§S,k :fls,kffs,kINT, I:I§e,l = I:IeJ *fe,lINT and
Gée,l = G.; =&, In,. Applying a similar technique to the
LHS of (19) and (20), we obtain

2 H
max skt E w; Ha_ w;

HAs,kHpggs,kal‘@s,kHpgés,k

7k
o2,
+z"Ha pz+q7Gs, pq+ 2" < Uik
ps,k
o2,
+Z WJHHgS’ij+ZHH§57kz+qHGé§7kq+L’Vk7
° Ps.k
Jj#k
(22)
max . Ugyl—i—zHHAﬁ,lz
[Acill p<&e,isl|Pe il p <&e 1
+wiHa, wi+q"Ge, 1q < 02, (23)

+2"He, iz+wi He, iwi+a" Gg_a, V1,

where He_ = Hj o + &1 Ing. Ge o = G +&iIn,.
He o =Hei+8eilng, and G | = Gey+&eiln,.

According to (19)-(23), (14a) and (14b) can be converted
respectively as

ok + > WiHe yw;+2"He, 12+q" G; q
ik

_ (24)
+U§,k - £ He, i vk
psie ~ ri—1 77
o +2" He, 24w He, wi+q"G; q
(25)

(Tete HemtalCea oy
T2

It is observed that (24) and (25) are non-convex, while the
RHS of both (24) and (25) has a quadratic-over-linear (QoL)
form, which is convex [24].

Following the idea of the constrained convex procedure
[27], the QoL functions can be replaced by their first-order
expansions. By adopting the Taylor expansion in [12], for

the points (W, 71), (Z,72) and (q,72), (24) and (25) are
transformed into convex forms, respectively, as

2

g
o+ Zwaémij+ZHHES7kZ+qHG£S,kq+ —
ik e
S Fﬁ&g,kyl(wk7rl7wka7:1)a (263.)

of 1 +2" He jz+wilHe wi+q" Gg_iq
2 T2 -
S 0-523,1(7 - ,F72)+FI:I§EJ,O(Z’ 2, Z,T‘Q)
2

+FG§C,L70(q7 TQ)Qa fQ)’Vk7l' (26b)

Following (6), the inverse function of ®P"%¢(P;,) can be
written as

Py (@) 2 b — 27

eabgprac + Pmaw

1 ab Pma:v _ Pprac

—In (e ( )>

a

Then, applying (27), (10a) can be transformed to be

K
> wiHe, ow;+2"He 12+ q"Gg q
j=1

- P, (E_'S)

2
> —0%,,VEk,
1*ps7k; S,k}

(28a)

K
ZHng,lZJrZWfH&e,le +qHG£e,zq
j=1

> Pin(E.)—Npo? ¥, (28b)

where Gz, = G, +&xL Substituting w; £ W, +Aw;,
227+ Az, and q2q+Aq into the LHS of (28a), we get

K
> wiHe, pw;+2"He 12+ a"Gg a

J
K
> Z (WfH§S7ij +2§R{‘)~V§{H&7kAWJ}) +ZHH§S,]€Z
Jj=

=1
1
+3"G; ,a+2R{z"He, 1Az + " G Aq},
(29)

where the inequality is obtained by dropping the quadratic
terms AWfHEMkAWj, Az"H¢_ Az and AqHGgs +Aq.
Similarly, the LHS of (28b) can be derived as

2"He, 2 +G" G ,qr2R(z"He, 1Az + 7 G Adht
K
Z (W]HI:I&JVNVJ'+23%{V~VJHI:I£CJAWJ-}> ZPin(Ee)_NEUS,l'
j=1

(30)

It is noted that (28a) is still non-convex in its current
form since it involves coupled Es and 1— pg ;. By defin-
ing a,p & Y, (W He oW, +2R{W/ He, 1Aw,}) +
z"He, pz +2R{z"He, 1Az +q" G; Aq} +a"Gg a+
02 1 (28a) can be rewritten as

as,k(l_ps,k) > Pzn(Elé)a\VIk (31)
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Based on a first-order Taylor approximation of P, (E;),
(31) can be recast as the SOC constraint

H[Qes Qs+ Ps,ke — 1]” < ask — psk + 1,
where e, = Py, (E,)+P}, (Es)(E, — Es).
In addition, (10c) can be reformulated as two SOC forms
27| <VPr,  (33)

(33b)

(32)

Iw? .. wh
la"|| < VP,

Now we propose a new algorithm based on the
SPCA  method [27], which iteratively  optimizes
{Fy.q,2,71,72,E;}.  Let us denote W =
{lein),61("),2(”),f§n),f§n)7Egn)} as the optimal solution
obtained at the n-th iteration. At the (n + 1)-th iteration,
given W™, problem (10) is converted into the convex form
as

max Es + E.
psis {fu}. 2,4, Es, Ee, 71,72

(13), (26a), (26b), (30), (32), (33a), (33b),
0<ps <1, Az=2z-— z",

S.t. (34)

Aq=q—q", Aw,=wj, — W\ Vk.

Problem (34) is a SOCP problem [24], which can be solved
by employing the CVX tools [25].

IV. SIMULATION RESULTS

In this section, we provide the simulation results to vali-
date the performance of our proposed scheme. The system
parameters that we have considered for the simulations are
summarized in Table I, where Tx means the transmitter.
The estimated channel Hs,k, ﬁeyl,g& x> and ée,, are respec-
tively modelled as h, ,=H(dsx)h;, H.; = H(d.;)H;,
8. = H(fsx)8) and Gey = H(fe)Gy, where H(d) =
47ffc (%)% h; ~ CN(0,I), H; ~ CN(0,1), [ CN(0,1),
and G.; ~ CN(0,I). We fix the channel error bound
for the deterministic model as e, = e5 = &4, VEk and
€e = €, = Ee,,Vk. For the non-linear EH model, we set
M = My = M.y =39 mW, a = asr = a.; = 1500
and b = b, = b.; = 0.0022 according to the measurement
data results [22]. In our simulations, we compare the no-AN
scheme which is obtained by setting Q,, = 0,Vm, no-CJ
scheme which is computed by Z = 0 [13], and the non-
robust method which assumes no uncertainty in the CSI [13].

Fig. 2 illustrates the convergence of the SOCP-SPCA
method with respect to the iteration numbers for Pr = 40
dBm, P; = 40 dBm, R, = 0.5 bps/Hz, and ¢ = 0.01. We
can see that the convergence of the SOCP-SPCA method is
achieved for all cases within just 5 iterations.

Fig. 3 shows the average harvested energy in terms of
different target secrecy rates with Pr = 30 dBm and Py = 30
dBm. Here, “SOCP-SPCA” denote our proposed schemes,
while “no-AN”, “no-CJ” and “no-robust” represent the bench-
mark designs. It is observed that the harvested power of
all schemes declines with the increased secrecy rate target.

TABLE I
SYSTEM PARAMETERS
Number of CR node, K 2
Number of EH node, L 2
Number of CJ node antenna, N ; 4
Number of EH node antenna, N 2
Number of transmitter antenna, N7 4
Distance between the Tx and the CR node, d 1. 10 m
Distance between the CJ and the CR node, f » 10 m
Distance between the Tx and the EH node, d. ; 5m
Distance between the CJ and the EH node, f. 5m
Carrier frequency, fc 900 MHz
Path loss exponent, 2.7
Noise power at the CR nodes, af L —90 dBm
Noise power at the CR nodes, O’i b —50 dBm
Noise power of all the EH nodes, 0']% —90 dBm
25 T T T T T
Ao --Igs--6---6---8---73
/E -
20} e
_ s PO R ik R SR S
3 , -
g Y »”
5 2 ’
z 150 //
: "y
4 ’
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o / i e i i
% // ’ T
< /// ~ 4 P =50dBm
sk x — o -P =40d8m| |
r 7 - ¢ —P =30dBm
/ — % —P,=20dBm

Iteration Number

Fig. 2. Average harvested energy with respect to the iteration numbers for

the SPCA method

Average harvested power (dBm)

—o— Perfect CS|
5| —— SOCP-SPCA (& = 0.01)
+ SOCP-SPCA (e = 0.05)|
no-AN [14]
—&—no-CJ[17]

O non-robust

L
05 1 15 2

Target secrecy rate (bps/Hz)

Fig. 3. Average harvested energy with respect to the target secrecy rate
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Compared with the no-AN scheme and the no-CJ scheme,
the harvested power of the SOCP-SPCA algorithm is 9 dB
and 8 dB higher, respectively. Moreover, we can check that
the proposed algorithm outperforms the non-robust scheme,
and the performance gap increases as the target secrecy rate
becomes large.

3
@
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1]
=
3
g
-
2
3
]
e
5
£
°
)
g
]
g
<
S
-55 4 : —e— Perfect CSI
o —+— SOCP-SPCA (¢ = 0.01)
¢ + - SOCP-SPCA (¢ = 0.05)

no-AN [14]

¥ non-robust

10 12 14 16 18 20 22 24 26 28 30
P

J

Fig. 4. Average harvested energy with respect to the power budget at the CJ

Fig. 4 depicts the average harvested energy in terms of the
power budget at the CJ with Pp = 10 dBm and R, = 0.5
bps/Hz. It is easily observed that the achieved harvested power
grows with P;. We can check that as P; increases, the perfor-
mance gap between the proposed SOCP-SPCA algorithm and
the no-AN scheme becomes larger and a performance loss of
the non-robust scheme grows.

V. CONCLUSION

In this paper, we have studied robust secure beamforming
designs for a power splitting MIMO SWIPT IoT network
under a non-Linear EH model with coopertive jamming,
where norm-bounded channel uncertainties are present. By
incorporating a norm-bounded channel uncertainty model, we
propose an algorithm based on SPCA, which will reduce com-
putational complexity. Finally, simulation results have shown
that the proposed robust design outperforms conventional
schemes reported in the literature. The proposed robust secrecy
design framework and solution approach have potentials to be
extended to more complex SWIPT systems by incorporating
new security strategies.
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